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1 Workshop Introduction

The Oracle Cloud Infrastructure Security Workshop (OCI-SEC-WS) provides an in-depth
look at the security features of Oracle Cloud Infrastructure (OCI). This hands-on work-
shop is tailored for IT professionals who want to improve their understanding of cloud
security. After a brief theoretical introduction, participants will dive into hands-on ex-
ercises and configure key OCI security services.

You will learn about services such as Cloud Guard, Security Zones and Data Safe to
protect your environment. In addition, we will cover important topics such as in-transit
encryption, shielded instances and key management.

11 Workshop Overview

This workshop offers a comprehensive insight into OCI security. Starting with the setup
of your cloud environment, you will gain practical experience in using important security
tools. The workshop covers the following areas:

+ Using Cloud Guard to manage security recipes, performing CIS scans and han-
dling alerts and events.

+ Setting up Data Safe for auditing, data masking, assessments and alert manage-
ment.

+ Managing Security Zones, applying rule sets and ensuring CIS compliance.

« Addressing Other security topics, including in-transit encryption, shielded
instances and key management.

+ Hands-on experience with a lab environment for secure access to Oracle Cloud.

+ Concludes with additional resources, next steps and a Q&A session.

1.2 Learning Outcomes

At the end of this workshop, participants will:

« Be proficient in using Cloud Guard to manage security recipes, CIS scans and
alerts.

+ Know how to configure Data Safe for audits, data masking and security assess-
ments.

« Understand how to manage Security Zones, apply rule sets and ensure compli-
ance with security standards.

« You are familiar with Other security topics, such as in-transit encryption, shielded
instances and key management.

» You have hands-on experience with setting up and working in a secure lab envi-
ronment in Oracle Cloud.

+ You have the knowledge and tools to further implement Oracle Cloud security so-
lutions.

Copyright © 2024 Accenture. All rights reserved. 3



2 Lab Overview

2.1 Oracle Cloud Infrastructure (OCIl) Security Workshop Architecture

The following diagram illustrates the architecture set up for the Oracle Cloud Infras-
tructure (OCI) Security Workshop environment. Each participant will have access to a
similar setup to perform a series of hands-on security exercises.
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Figure1: OCI| Security Workshop Architecture

2.2 Key Components of the Architecture

+ Region: eu-frankfurt-1 - The environment is hosted in the Frankfurt region.
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« Compartment (OCI-SEC-WS-Lab): A dedicated compartment is created for each
workshop environment, isolating resources and managing security controls.

+ Virtual Cloud Network (VCN): The VCN (vcn—-fra-lab-oci-sec-ws—-<nn
>) forms the network boundary for the resources within the lab.

- Public Subnet: Contains resources accessible from the internet, secured by
a route table and security lists.

- Private Subnet for Compute: A private subnet hosting compute instances
(e.g., webserverswebserver(0l andwebserver(2), isolated from pub-
lic access.

- Private Subnet for Database: A subnet dedicated to hosting the Autonomous
Database (OCISECWS<nn>ADB23AT01).

- Gateways:

- Internet Gateway: Allows public internet access for the resources in the pub-
lic subnet.

- NAT Gateway: Facilitates secure outbound internet traffic for the private re-
sources.

2.3 Lab Exercise Focus Areas:

1. Key Management: Create a vault to manage encryption keys and apply them to
resources.
2. Cloud Guard:

+ Manual Remediation: Detect and manually resolve public object storage
buckets.

- Auto Remediation: Automatically respond to potential security risks, like pub-
lic bucket visibility.

+ Notification Setup: Configure alerts to be informed of any detected issues.

3. Data Safe: Setting up and configuring Oracle Data Safe for enhanced data secu-
rity.

4. Security Zones / Web Application Firewall: Ensuring compliance with Security
Zones and protecting web applications.

Copyright © 2024 Accenture. All rights reserved. 5



3 OCI Setup

3.1 Exercise 00: Getting Started with OCI

In this exercise, you will explore the Oracle Cloud Infrastructure (OCI) environment. This
includes logging in, navigating the OCI Console, using the Cloud Shell, and configuring
network and database access to the Autonomous Database (ADB).

3.1.1 Objectives

» Log in to the OCI Console and explore its interface.

+ Access and use the OCI Cloud Shell for basic tasks.

+ Verify connectivity to the Autonomous Database (ADB).
+ Configure network and database access for ADB.

Environment

Perform this exercise within the following environment:

« Compartment: OCI-SEC-WS-LAB—-nn

+ Region: Germany Central (Frankfurt)

+ OCI Console URL: OCI| Console Frankfurt - Login
+ OCl User: lab-oci-sec-wsNN

« OCI Password: provided by trainer

Verify that you are in the correct compartment and region. Any new resources, includ-
ing Cloud Shell configurations and ADB access settings, should be created within the
specified compartment.

Solution
3.1.2 Step 1: First Login to OCI Console

1. Log in to the Oracle Cloud Console with your assigned credentials.
2. Familiarize yourself with the main console features:

- Navigation Menu: Provides access to services such as Compute, Networking,
Storage, and Databases.

- Resource Summary: Displays an overview of resources in your compartment.

» Quick Actions: Offers shortcuts for frequently used tasks like creating in-
stances.

3. Navigate to the Oracle Database - Autonomous Transaction Processing

Copyright © 2024 Accenture. All rights reserved. 6


https://console.eu-frankfurt-1.oraclecloud.com
https://cloud.oracle.com/

+ set the compartment to your compartment OCI-SEC-WS-LAB-nn

= ORACLE Cloud | Searchresources, services, documentation, and Marketplace Germany Central (Frankfurt) v

Get started Dashboard

~ Service links

Your tenancy
trivadisbdsxsp

(o

PINNED RECENTLY VISITED

Marketplac

 Quickstarts Vs my deployments .
"
ApPLCATON DEVELOPMENT @ | | ronmeonne jo)

Deploy a WordPress website Deploy the CIS Landing Zone

Figure 2: Cloud Console

3.1.3 Step 2: Using the Cloud Shell

1. Open the Cloud Shell from the top-right corner of the OCI Console.
2. Explore basic Cloud Shell commands:

# Verify the active user
whoami

# List the current files and directories
1ls -la

# Check current Object Storage Namespace
oci os ns get

# Check environment variables for OCI CS e.g. User ID, Hosts etc.
env |grep -i oci cs

3. Create Private Network for Cloud Shell To be able to connect from OCI Clud Shell
to the Autonomous Database, private network connection is required.

Select Private network definition list.

= ORACLE Cloud Search resources, services, doc Germany Central (Frankfurt) v

Network: OC/ service network

ElondiShel Public network

Private network definition list
Your Cloud Sh directory. Your Cloud Shell (machine and home directory) are located in: Germany Centr
al (Frankfurt

e e Ephemeral private network setup

user lab-mgb-dev-oci-sec-wse@

Type “help® for more info.
lab_mgb_de@icloudshell:~ (eu-frankfurt-1)%

Figure 3: Cloud Shell 01
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Click on Create private network definition.

Actions

Private network definition list

You are using OCI service network.

You can have a maximum of 5 favorite private network definitions. They are listed in the
private network list.

|I
R
=]

Cloud Shell

Create private network definition

Favorite Name Subnet Last used
No items found.

Showing 0 items 10f1

Default network

Select default network description

OCI service network

<>

Figure 4: Cloud Shell 02

It is important to create the cloud shell network for the private subnet. Set:

+ Name: A simple name to identify the cloud shell network

« VCN in Compartment: Select your lab VCN, if the list is empty, verfy the proper
compartment is selected.

« Subnet in Compartment: Select your lab subnet starting with sn-prv-comp-fra, if
the list is empty, verfy the proper compartment is selected.

+ Use as actve network: Enable checkbox

Copyright © 2024 Accenture. All rights reserved. 8



Create private network

Help

definition

Name

‘ my-private-network ‘

VCN in MGB-DEV-OCI-SEC-WS-LAB-00 [Change compartment)

‘ ven-fra-lab-mgb-devocisecws-00 > ‘

Subnet in MGB-DEV-OCI-SEC-WS-LAB-00
(Change compartment)

‘ sn-prv-comp-fra-lab-mgb-devocisecws-00

<

Network security groups (Optional)

Network security groups in No compartment selected
(Change compartment)

[ Select a virtual cloud network first % ‘ X

+ Another NSG

Use as active network

Create Cancel

Coovriaht © 2024. Oracle and/or its affiliates. All iahts reserved.

Figure 5: Cloud Shell 03

Create the private network definition. When the network is created, you can close the
window.
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Private network definition list ! Help

You are using private network "my-private-network".

You can have a maximum of 5 favorite private network definitions. They are listed in the private network list.

Favorite Name Subnet Last used

g my-private-network ...csg6axka Show Copy

Showing 1 item i

-~
B

Default network

Select default network description

OCI service network

Copyright & 2024, Oracle and/or its affiliates. All rights reserved.

Figure 6: Cloud Shell 04

On top bar of the cloud shell, the new network is active. This requires a couple of sec-
onds, please be patient.

= ORACLE Cloud Search resources, services, documentation, a

Actions | Network: my-private-network  Detalls

Cloud Shell

Figure 7: Cloud Shell 05
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3.1.4 Step 3: Configure Autonomous Database ACL

1. Retrieve your Cloud Shell IP address:

curl ifconfig.me

« Example output: 138.2.168.154.
« If no value is returned, it indicates that the wrong network is active.

2. Add your Cloud Shell IP address to the Access Control List (ACL) of the ADB in-
stance.

Go to Oracle Database -> Autonomous Database.

Select your Autonomous Database by a click on the display name. Verify, correct com-
partment is selected.

Autonomous Databases in MGB-DEV-OCI-SEC-WS-LAB-00 compartment

Autonomous Database delivers fast performance and requires no database administration. It performs all routine database maintenance tasks without
human intervention while the system is running. Learn more.

Create Autonomous Database

Display name State Compute Storage Workload type Disaster recovery Created -
ii:fs'lzz':tg?;g? 4 ECPUs 20 GB oAt = Mo Houio, et
CEECUERARLsall  available Processing 11:00:20 UTC

Developer

Displaying 1 Autonomous Database ¢ 1of1

Figure 8: ADB Connect 01

In dashboard, click on the link to edit the Access control list.

Network

Resource allocation
Mutual TLS (mTLS) authentication: Not required Edit

ECPU count: 4
Access type: Allow secure access from specified IPs and VCNs

Storage: 20 GB
Access control list: Enabled Edit

———AvairanTity wonmrant. CoLg o= e URT-1-AD-2

Associated services

SR e FA T == . . -

Figure 9: ADB Connect 02

There is always an entry for a VCN, we add another entry by click on Add access control

rule.
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Edit access control list

Specify the |IP addresses and VCNs allowed to access this database. You can use a comma-separated list to enter multiple I1P
addresses. An access control list blocks all IP addresses that are not in the list from accessing the database.

IP notation type Values

Virtual cloud network OCID 2 ocid1.ven.ocl eu-frankfurt-1. amaaaaaasijhdmgaodduj2w

IP addresses or CIDRs Optional

Add access control rule

Figure10: ADB Connect 03

+ IP notation type: IP address
« Values: your Cloud Shell IP address from above output, as example 138.2.168.154

+ In addition to the IP address of the cloud shell, also add your client IP address. To
do this, click the Add my IP address button.

Figure 11: ADB Connect 04

Click on Save to store the settings.

Copyright © 2024 Accenture. All rights reserved. 12



Edit access control list Help

Specify the IP addresses and VCNs allowed to access this database. You can use a comma-separated list to enter multiple IP
addresses. An access control list blocks all IP addresses that are not in the list from accessing the database.

IP notation type Values
Virtual cloud network OCID 2 ocid1.ven.oc1 eu-frankfurt-1.amaaaaaasijhdmgaodduj2w
IP addresses or CIDRs Optional X
IP notation type Values
IP address & 138.2.168.154 X
Add my IP address Add access control rule

When you update a remote peer with separate access control rules, it will no longer follow the access control rule
updates from the primary database.

Save Cancel

Figure 12: ADB Connect 05

3.1.5 Step 4: Download ADB Wallet and Connect

Go back to your Cloud Shell, ensure the private network is active.

List your Autonomous Database in your compartment. Replace the filter for compart-
ment by your compartment name. Example for compartment

Example for compartment OCI-SEC-WS-LAB-00, an OCID is returned, this OCID is used
to get the ADB connection wallet.

export MY7COMPARTMENT:" OCI-SEC-WS-LAB-00"
export MY ADBOCID=S (

oci db autonomous-database list —--compartment-id $ (
oci iam compartment list --all --compartment-id-in-subtree true | \
jg -r —--arg COMPARTMENT "S$SMY COMPARTMENT" '.datal[] | select(.name
== SCOMPARTMENT) | .id'

) | Jg -r '.datal[].id'

Create a new directory, change into this directory.

Copyright © 2024 Accenture. All rights reserved. 13



mkdir -p $HOME/my wallet && cd SHOME/my wallet

Download the Autonomous Database wallet, use the ADB OCID from query above. De-
fine the output filename and the wallet password. Example:

echo $MY ADBOCID

oci db autonomous-database generate-wallet --autonomous-database-id
SMY ADBOCID \

--file $HOME/my wallet/my-wallet.zip --password Oraclel23

A file is created locally in Cloud Shell. Extract the file.

unzip SHOME/my wallet/my-wallet.zip -d $HOME/my wallet

Change parameter in sqglnet.ora file with your path:

sed -1 "s|?\(/network/admin\) | $ (pwd) |" S$HOME/my wallet/sglnet.ora

Verify the file using cat sglnet.ora, your path should be inserted, as example:

cat SHOME/my wallet/sglnet.ora

Get the connect alias for TPURGENT connect, example:

grep -o '~[” ]*tpurgent' $HOME/my wallet/tnsnames.ora

Set TNS_ADMIN and ADB_SERVICE variable.

export TNS ADMIN=$HOME/my wallet
export ADBisERVICE=$(grep -o '"*[” ]*tpurgent' $HOME/my7wallet/tnsnames.ora)

Add the variable to the profile

echo "export TNS ADMIN=STNS ADMIN" >> S$HOME/.bash profile
echo "export ADB SERVICE=$ADB SERVICE" >> $HOME/.bash profile

Navigate to the Autonomous Database information page and select More actions -
Administrator password to set respectively reset your ADB password.

ATP

Autonomous Database information | Tool configuration  Security attributes

General information

Resource allocation
ECPU count: 4

st

Figure 13: ADB More Actions
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Administrator password

Change your administrator's password.
Username Read-only
ADMIN

Password

Confirm password

-

Figure14: ADB Password Reset

Connect by sqlplus, use the alias or ADB_SERVICE variable from above. Example:

sglplus admin@S$SADB SERVICE

Example Output:

sglplus admin@S$SADB_ SERVICE

SQL*Plus: Release 19.0.0.0.0 - Production on Wed Nov 20 15:31:48 2024
Version 19.10.0.0.0

Copyright (c) 1982, 2021, Oracle. All rights reserved.

Enter password:
Last Successful login time: Mon Nov 18 2024 22:14:53 +00:00

Connected to:
Oracle Database 23ai Enterprise Edition Release 23.0.0.0.0 - Production
Version 23.6.0.24.10

SQL>

3.1.6 Step 5: Test ADB Actions

Go to Oracle Database -> Autonomous Database.

Select your Autonomous Database by a click on the display name. Verify, correct com-
partment is selected.

Autonomous Databases in MGB-DEV-OCI-SEC-WS-LAB-00 compartment

Autonomous Database delivers fast performance and requires no database administration. It performs all routine database maintenance tasks without
human intervention while the system is running. Learn more.

Create Autonomous Database

Display name State Compute Storage Workload type Disaster recovery Created -

adb-fra-lab-mgb-devo-

T : Man, Nov 18, 2024

cisecws-00-atp23ai01 _ 4ECPUs 20 GB ke = S
Available Processing 11:00:20 UTC

[ Developer |

Displaying 1 Autonomous Database ¢ 1of1

Figure 15: ADB Connect 01
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On the top click on the left button Database Actions and select SQL.

Database actions v Databast
saL
REST afor

Database Users

ior
Data Load SISE
View all database actions Proc

Compartment: trivadisbdsxsp (rc

Figure 16: ADB SQL Action

Start the SQL Worksheet and run a test query.

ORACLE' Database Actions | SOL Search Database ($+K) Q
Salector

Mavigator Files Q - o
® [Worksheet ]* = 5 - 5 B 0 ~Q ~ @ B8 B Consumer group:  LOW =
ADM - 2 - 00 Fon)
ADMIN 3 fo * i Data Load S B ®
All Objects L 1 select: level num
2 from dual L
Search... o 3 connect by level <= 18;

» [EH DBTOOLSSEXECUTION_HISTORY
-k DBTOOLSSEXECUTION_HISTORY_PK

34 DBTOOLSSEXECUTION_HISTORY_SE!
2

Query Results

Displays the results of the most recent Run
Statement operation.

Right-click the grid to access advanced
functionality such as manage and sort
celumns, count rows, view single records, and
export data

GCaun || EAL

Query Result Script Qutput DBMS Qutput Explain Plan Autotrace SQL History Q)
1] ® @ Download ~  Execution time: 0.004 seconds
NUM
1 1
2 2|
3 3
4 4
5 5
e &
)1/ 0§83 0| 9:25:07 PM - 10 rows total 47 Powered by ORDS

Figure17: ADB SQL Worksheet

Summary

In this exercise, you:

+ Logged in to the OCI Console and explored its features.

+ Used the Cloud Shell for basic commands and configurations.

« Configured network access to connect to the Autonomous Database (ADB).

+ Downloaded the ADB Wallet and successfully connected to the database using
sglplus.

Copyright © 2024 Accenture. All rights reserved. 16



You are now ready to proceed to the next exercise, where you will explore key manage-
ment and advanced OCI security features.

+ Previous Exercise: Workshop Overview
+ Next Exercise: Exercise O1: Key Management

Copyright © 2024 Accenture. All rights reserved. 17



4 Basic OCI Security

4.1 Exercise 01: Key Management

In this exercise, we will set up a Vault to store a master encryption key, allowing us to
replace the Oracle-provided key for an Object Storage bucket with a customer-managed
key.

411 Objectives

+ Create a Vault and generate a master encryption key.
« Apply the master encryption key to a new Object Storage bucket.

Environment

Perform this exercise within the following environment:

« Compartment: OCI-SEC-WS-LAB-nn

+ Region: Germany Central (Frankfurt)

+ OCI Console URL: OCI Console Frankfurt - Login
« OCIl User: lab-oci-sec-wsNN

« OCI Password: provided by trainer

Ensure you are in the correct compartment and region. New resources, such as Cloud
Shell configurations and ADB access settings, should be created within your designated
compartment.

Solution

Login as User XYZ in OCI console. Ensure you have select the proper compartment in
from the dropdown list on left side.

Go to ldentity -> Security -> Key Management & Secret Management -> Vault

41.2 Create Vault and Keys

4.1.2.1 Vault and Master Encryption Key

1. Create a Vault Do NOT create a PRIVATE VAULT. Set name according compartment
name, as example vault-oci-sec-ws-lab-00 for compartment OCI-SEC-WS-LAB-00.

Copyright © 2024 Accenture. All rights reserved. 18


https://console.eu-frankfurt-1.oraclecloud.com

Create Vault

Vaults provide your growing data and application encryption with scalable key storage. You can start small, with as Iittle as a single key, and grow

to thousands of keys to support your growing cloud deployment.

Create in Compartment
OCI-SEC-WS-LAB-00

trivadisbdsxsp (root)/Training/OCI-SEC-WS/OCI-SEC-WS-LAB-00

Name

vault-oci-sec-ws-lab-00

Make it @ virtual private vault

>

Creates the vault as a dedicated partition on the HSM, sets pricing based on the maximum usage against key limits, and accommodates greater performance needs.Learn more

3= Show advanced options

Figure 18: » step_1

2. Verify create Vault is in state Active. Be patient.

and Marketplace

Switzerland North (Zurich)

Key Management & Secret

Vault [ERACTE | Restore vault

Dedicated Key Management
State

Name

External Key Management
® Active

vault-oci-sec-ws-1ab-00
Private Endpoints

List scope
Compartment

OCI-SEC-WS-LAB-00 <
vadisbdsxsp (rool/ Training OGHSEC-WS/OCLS
EGWS-LAB-00

Tag filters add | clear

10 tag fiters applied

Figure19: » step 2

Vaults in OCI-SEC-WS-LAB-00 Compartment

Management
Vaults let you centrally manage the encryption keys that protect your data and the secret credentials that you use to securely access resources. Learn more.

Virtual Private

No

Created -~
Wed, Oct 23, 2024, 12:30:30 UTC

Showing 1item ¢ 1of1 )

3. Select the created Vault to add a Master Encryption Key. Create Key.

Copyright © 2024 Accenture. All rights reserved.
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documentation, and Marketplace Switzerland North (Zurich) v

Key Management & Secret Management» Vault» Vault Details

vault-oci-sec-ws-lab-00
Edit Name Replicate Vault Aad tags Move Resource

Vault Information Tags

General information

Compartment: trivadisbdsxsp (root) Training/OCI-SEC-WS/OCH-SEC-WS-LAB-00 Virtual Private: No
ACTIVE OCID: _nidgag Show Copy Endpoint: nitp:
Created: Wed, Oct 23, 2024, 12:30:30 UTC Chvpto ks ev:
Zurich-
ALoraclecioud.com (&)
Endpoint: hitp: -
management kms eu-
Zurich-
1oraclecloudcom (D)
Resources Master Encryption Keys in OCI-SEC-WS-LAB-00 Compartment
Master Encryption Keys Create Key
Seclets Name state Protection Mode (7) Algorithm Created
iRt sonpe No items found.
ar— Showing 0 ftems ¢ 1 of 1
OCI-SEC-WS-LAB-00 <

ivadisbdsxsp (rool) Training/OGH-SEC-WS/OCLS.
EC-WS-LAB-00

Figure 20: » step_3

4. Select Protection Mode Software, use Key Shape: Algorithm and Key Shape:
Length as per default. Create Key. Do not import any external key.

documentation, and Marketplace Switzeriand North (Zurich) \/

Key Management & Secret Management » Vault » Vault Details Create Key Help

vault-oci-sec-ws-lab-00

Create in Compariment

OCI-SEC-WS-LAB-00 <
[ Edit Name ] [ Replicate Vault H Add tags ]

AB-00

Protection Mode @

Vault Information Tags Software :

General information Noame

mek-oci-sec-ws-1ab-00

Compartment: trivadisbdsxsp (root)/Training

ACTIVE

OCID: _nidgaq Show Copy. Key Shape: Algorithm () Key Shape: Length

Created: Wed, Oct 23, 2024, 1230:80UTC. | AES (Symmetric key used for Encrypt and Decrypt) & 256 bits 5
Import External key
Create a new key by importing a wrapped file containing key data that matches the specified key shape. For more information, see Importing Keys.

25 Show advanced options

Figure 21: » step 4

5. Verify Master Encryption Key is in State Enabled.

Master Encryption Keys in OCI-SEC-WS-LAB-00 Compartment

Create Key

Name state Protection Mode (i) Algorithm Created -

mek-oci-sec-ws-lab-00 @ Enabled Software AES Wed, Oct 23, 2024, 12:38:46 UTC

Showing 1item ¢ 1 ufl[)_
~

Figure 22: » step 5
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4.1.2.2 Create new Object Storage with a customer managed Master Encrytion Key
Go to Storage -> Object Storage & Archive Storage -> Create Bucket.

Set bucket name, in section Encryption now you can select your Master Encryption Key.
Key not visible? Verify compartment and region (Frankfurt).

Create Bucket Hely

Bucket Name

customer-managed-key-bucket

Default Storage Tier
O Standard
Archive

The default storage fier for a bucket can only be specified during creafion. Once set, you cannot change the storage fier in which a bucket resides. Learn more about storage fiers

Enable Auto-Tiering

Automatically move infrequently accessed objects from the Standard fier fo less expensive storage. Learn more

Enable Object Versioning

Create an object version when a new object is uploaded, an existing cbject is overwritten, or when an object is deleted. Learn more

Emit Object Events

Create automation based on object state changes using the Events Service.

Uncommitted Multipart Uploads Cleanup

Create a lifecycle rule to automatically delete uncommitted mulipart uploads older than 7 days. Learn more

Encryption
Encrypt using Oracle managed keys

Leaves all encryption-related matters to Oracle

© Encrypt using customer-managed keys
Requires a valid key from a vault that you have access to. Leam more

Vault in OCI-SEC-WS-LAB-00 (Change compartment)

vault-oci-sec-es-1ab-00 b
Master Encryption Key in OCI-SEC-WS-LAB-00 (Change compartment)
mek-oci-sec-ws-lab-00 ]
=

Figure 23: » step 6

Verify the key is set, you can edit or unassign it.

ACLE Cloud | Search resourt documentation, and Marketplace Germany Central (Frankfurt) v

Object Storage » Bucket Details

customer-managed-key-bucket

Edit Visibilty || Move Resource | | Re-encrypt | | Add tags

Bucket Information Tags
General Features
Namespace: trivadisbdsxsp Default Storage Tier: Standard
Compartment: OCI-SEC-WS-LAB-00 Visibility: Private
Created: Wed, OCt 23, 2024, 15:26:59 UTC Encryption Key: mek-oci-sec-ws-lab-00 _57426a Edit Unassign
ETag: 14790d23d-a0a0-407 1-abdd-228eea1c2dds Auto-Tiering: @ Disabled Edit @
OCID: ..yxfyfa3a Show Copy. Emit Object Events: ® Disabled Edit (D)
Object Versioning: @ Disabled Edit (7)
Usage

Approximate Object Count: 0 objects (7)

Approximate Size: 0 bytes (%)

L Multipart Uploads App Count: 0 uploads ()

L Multipart Uploads size: 0 bytes (D)

Figure 24: » step_7
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4.1.2.3 Change Compute Instance Boot Volume with a Master Encrytion Key Go
to Compute -> Instances -> Webserver 01 (as example: ci-fra-lab-ocisecws-00-
webserver01).

Under resources, select the Boot volume name attached to the compute instance.

Boot volume

A boot volume is a storage device that contains the image that's used to boot a compute instance.

Replace boot volume

Boot volume name State Size In-transit encryption | Created Attached Image
ci-fra-lab-ocisecws-00-webserver01 (Boot [ ] 150 Erdiod ‘Wed, Oct 23, 2024, 09:56:16 Thu, Oct 24, 2024, 05:02:52 QOracle-Linux-8 10-2024 09 30-
Volume) Altached GB utc uTc 0

Showing 1 item

Figure 25: » step_8

Assign a new MEK.

= ORACLE Cloud | Searchresources, services, documentation, and Marketplace Germany Central (Frankfurt) v 060 60

Block Storage » Boot Volumes » Boot Volume Details
ci-fra-lab-ocisecws-00-webserver01 (Boot Volume)

Create Instance Move resource | Add tags Terminate

Boot Volume Information Tags

Availability domain: EUZg:EU-FRANKFURT-1-AD-1 Hydrated: true

Compartment: Irivadisbdsxsp (root) Training/OCI-SEC-WS/OCI-SEC-WS-LAB-00 Encryption key: Oracle-managed key Assign
OCID: ._eghz5q Show Copy. Volume group: None

Figure 26: » step 9

Select your created Vault and Master Encrption Key. Assign. The Boot Volume will be
updated and the key set.
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Assign master encryption key

By default, Oracle manages the keys that encrypt this Boot Volume. If you want greater control over the key's lifecycle and
how it's used, you can choose a key from a vault that you have access to.

Learn more about encryption with Key Management

Vault Compartment Vault

<3

OCI-SEC-WS-LAB-00 ~ vault-oci-sec-es-1ab-00

trivadisbdsxsp (roet)Training/OCI-SEC-W3/0CI-SEC-WS-LAB-00

Master Encryption Key Compartment Master Encryption Key

mek-oci-sec-ws-lab-00

[
<>

CCI-SEC-WS-LAB-00

trivadisbdsxsp (rootyTraining/OCI-SEC-WS/OCI-SEC-WS-LAB-00

cons

Figure 27: » step_10

Summary

In this exercise, you:

» Created a Vault to securely store encryption keys.

+ Generated a master encryption key within the Vault.

« Applied the master encryption key to a new Object Storage bucket, enabling
customer-managed encryption.

You are now ready to continue with the next exercise, where you will configure Cloud
Guard for manual remediation of security alerts.

+ Previous Exercise: Exercise 00: Getting Started with OCI
« Next Exercise: Exercise 02: Manual Remediation
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5 Cloud Guard

5.1 Exercise 02: Manual Remediation

In this exercise, we will configure Cloud Guard to detect public Object Storage buck-
ets by creating a custom detector recipe. You will also set up a target to monitor your
compartment and test the configuration by creating a public bucket.

5.1.1 Objectives

+ Clone an existing Oracle-managed detector recipe.

» Create a new target to monitor objects in your compartment.
Create an Object Storage bucket and set its visibility to public.
Verify that Cloud Guard generates an alert for the public bucket.

Environment

Perform this exercise within the following environment:

« Compartment: OCI-SEC-WS-LAB—-nn

+ Region: Germany Central (Frankfurt)

+ OCI Console URL: OCI| Console Frankfurt - Login
+ OCl User: lab-oci-sec-wsNN

« OCI Password: provided by trainer

Ensure you are in the correct compartment and region. New resources, such as Cloud
Shell configurations and ADB access settings, should be created within your designated
compartment.

Solution

Login as User XYZ in OCl console and go to Security -Cloud Guard Overview. Ensure you
have select the proper compartment in from the dropdown list on left side.
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https://console.eu-frankfurt-1.oraclecloud.com

= ORACLE Cloud Search resources, services, documentation, and Marketplace Switzerland North (Zurich) v/ JAN

Cloud Guard OVe v |eW

Overview Security score rating (7) Risk score (3) Security recommendations (7)

Recipes + Resolve Scanned host has open ports problems in target tgt-compartmen...

« Resolve Instance has a public IP address problems in target tgt-compa..
Excellent 1400
Configuration
Securyscoro 99

Queries

Threat monitoring
Resources Problems snapshot Problems
Grouped by

Compartment S

\ m Critical

I High

8 ‘ comp-doag-high-sec N L

Total
. Minor

Figure 28: » overview

5.1.2 Clone existing Oracle managed recipes

From left menu, select Recipes and Clone.

= ORACLE Cloud  Searchresources, services, documentation, and Marketplace. Switzerland North (Zurich) v

Cloud Guard» Recipes

Recipes Detector recipes

To create your own recipe, clone an existing Oracle managed recipe from the root compartment Learn more

Detector recipes

Q_ Filter by recipe name
Responder recipes
Recipe name Oracle managed Detector Type Created
Scope
No items found
Compartment
= Showing Oitems < 1of1 )
oci-sec-ws-lab-00 <

trivadisbasisp (roorainingfock-sec-wsfock sec-ws-
1b-00.

Include child compartments

Tag filters add | clear

o tag fiters applied

Figure 29: » step_1

5.1.2.1 Clone Detectorrecipes Cloud Guard -> Recipes -> Detector recipes

« Change compartment on top to trivadisbdsxsp (root).

+ Select recipe OCI Activity Detector Recipe (Oracle managed)from dropdown list
Set name for cloned recipe , as example OCI Activity Detector Recipe comp-oci-
ws-sec-ws-lab-00.

« Ensure in section Compartment, your compartment is selected.
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Clone detector recipe Help

Cloning in trivadisbdsxsp (root) () (Change compartment)

L

OCI Activity Detector Recipe (Oracle managed)

Mame

OCI Activity Detector Recipe - oci-sec-ws-lab-00| am

Description Opfional

Description

Compartment (i)

i3

oci-sec-ws-lab-00

Add tags to organize your resources. What can | do with tagging?

Tag namespace Tag key Tag value

None (add a free... 2 h. 4

e

Add tag

Figure 30: » step 2

Press Clone at the bottom.

Repeat the steps for the other Oracle managed detector recipes:

« OCI Configuration Detector Recipe (Oracle managed)
+ OCl Instance Security Detector Recipe (Oracle managed)

After successful clone, you have recipes for Instance Security, Configuration and Activ-
ity.

5.1.2.2 Clone Responderrecipes Cloud Guard -> Recipes -> Responder recipes

« Ensure Responder recipes is select from left side menu.
+ Change compartment on top to trivadisbdsxsp (root).
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+ Select recipe OCI Activity Detector Recipe (Oracle managed) from dropdown list

« Set name for cloned recipe , as example OCI Activity Detector Recipe -
+ Ensure in section Compartment, your compartment is selected.

Clone responder recipe Help

Cloning in trivadisbdsxsp (root) (i) (Change compartment)

L

OCI Responder Recipe (Oracle managed)

Mame

OCI Responder Recipe - oci-sec-ws-lab-00

Description Optional

Description

Compartment (©)

3

oci-sec-ws-lab-00

Add tags to organize your resources. What can | do with tagging?

Tag namespace Tag key Tag value

None (add a free.. 2 4

T

Add tag

Figure 31: » step_3

Press Clone at the bottom.

5.1.3 Verify cloned recipes

After cloning, you must have three detector recipes and one responder recipes on your

compartment.

Detector recipes:

Copyright © 2024 Accenture. All rights reserved.
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rvices, documentation, and Marketplace Switzerland North (Zurich) v/

Cloud Guard» Recipes

Recipes Detector recipes

To create your own recipe, clone an existing Oracle managed recipe from the root compartment Learn more

Detector recipes

Q_ Filter by recipe name
Responder recipes
Recipe name Oracle managed Detector Type Created
Scope
OC Instance Detector Recipe - oci-sec-ws-lab-00 No Instance Security Standard Sun, Oct 20, 2024, 07:16:11 UTC
Compartment
QCI Configuration Detectpr Recipe - 12500 No Configuration Standard Sun, Oct 20, 2024, 07:15:20 UTC
oci-sec-ws-lab-00 2
fvadisbasysp QCI Activity Detector Recipe - oci-sec-ws-1ab-00 No Activity Standard Sun, Oct 20, 2024, 07:13:08 UTC
1at-00

Showing 3 items < 1071 3
Include child compartments

Tag filters add | clear

1o tag fiters applied

Figure 32: » step 4

Responder recipe:

Search resources, services, documentation, and Marketplace Switzerland North (Zurich) v

Cloud Guard» Recipes

Recipes Responder recipes

To create your own recipe, clone an existing Oracle managed recipe from the root compartment Learn more

Detector recipes

Q Filter by recipe name
Responder recipes
Recipe name Oracle managed Created
Scope
OCI Responder Recipe - oci-sec-ws-1ab-00 No Sun, Oct 20, 2024, 07:20:23 UTC
Compartment
~ Showing 1item ¢ 1of1 >
oci-sec-ws-lab-00 <

ivadisbdssp (root)iraining/oci-sec-ws/oci-Sec-ws-
1ab-00.

Inciude child compartments

Tag filters add | clear

no tag fiters applied

Figure 33:» step 5

5.1.4 Create a new target to observer your compartment objects

In this step, we create a target based in your compartment and add the recipes we
created. Ensure, your compartment is selected in panel left.

Identity & Security -> Cloud Guard -> Configuration -> Targets -> Create Target
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= ORACLE Cloud Search resources, services, documentation, and Marketplace Switzerland North (Zurich) v/

Cloud Guard» Configuration

Configuration Targets
Targets identity a compartment to be monitored by Cloud Guard. Leam more
Settings
Create target [JisCEE Q_ Fitter by target name:
Managed lists Target name Gompartment Type Monitoring coverage Greated
Data masking No items found.
0 selected Showing 0 items & 1 0f1

Scope < >
Compartment

oci-sec-ws-lab-00 <

trivadisbdsxsp (rool)raining/ock-sec-ws/ock-sec-ws-
12b-00.

Inciude child compartments

Tag filters add | clear

1o tag fiters applied

Figure 34: » targets_]

5.1.41 Basic Information Add basic information and description. Use the recipes you
created for your compartment.

+ Set target name according compartment, as example cg-tgt-oci-sec-ws-lab-00.
+ Add description
« Verify compartment is correct according your work compartment.

= ORACLE Cloud  Searchresources, services, documentation, and Marketplace. Switzerland North (Zurich) v

Create target

o Basic information Provide name, description, compartment and event configuration for the target
g Configuration Target name (D
Review cg-gt-oci-sec-ws-lab-00

Description_Optional ®
Targets for Compartment oci-sec-ws-lab-00

Compartment @

oci-sec-ws-1ab-00 <

3= Show advanced options

Figure 35: » targets 2

Press Next at the bottom.

5.1.4.2 Configuration Add basic information and description.

+ In Posture and threat monitoring recipes, select the OCI Configuration Detector
Recipe you created for your compartment.

+ In Instance Security recipe, select the OCI Instance Detector Recipe you created
for your compartment.

+ Activate All compute instances.
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= ORACLE Cloud Search resources, services, documentation, and Marketplace Switzerland North (Zurich) v/

Create target

@ Basic infomation
© configuration Configure at least one recipe for this target
Review
Posture and threat monitoring recipes Clear

Detection recipes

0CI Gonfiguration Detector Recipe - oci-sec-ws-1ab-00 X z

Instance Security recipe Clear

Instances
0 All compute instances

Instance Security Recipe

0OCl Instance Detector Recipe - oci-sec-ws-lab-00 o]

Figure 36: » targets 3

Press Next at the bottom.

5.1.4.3 Review Verify you select the proper recipes based on your compartment.

= ORACLE Cloud Search resources, services, documentation, and Marketplace

Create target

Basic information
Configuration Basic information Edit

© Review

Target name: cg-igt-oci-sec-ws-1ab-00

Target for G lab-

Compartment: oci-sec-ws-lab-00

Posture and threat monitoring information Edit

Detector recipe: OCI Configuration Detector Recipe - oci-sec-ws-lab-00

Instance Security Edit

Instances: All compute instances

Instance Security recipe: OCI Instance Detector Recipe - oci-sec-ws-ap-00

Figure 37: » targets_4

Press Create at the bottom. Go back to Cloud Guard Overview page.

5.1.5 Create a object storage bucket and change visibility to public

In this step, we create am Object Storage bucket and change visibility.

5.1.5.1 Create Bucket Add basic information and description. Ensure you are in the
correct compartment. If not, select your compartment in left side dropdown menu.

Go to Storage -> Object Storage -> Buckets
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Search resources, services, documentation, and Marketplace Switzerland North (Zurich) v/

Object Storage & Archive Buckets in oci-sec-ws-lab-00 Compartment

Storage Object Storage provides unlimited, high-performance, durable, and secure data storage. Data is uploaded as objects that are stored in buckets. Learn more.

Buchats Create Bucket

Private Endpoints Name Default Storage Tier Visibility Created

No items found.
List scope
Showing 0 items ¢ 1of 1

Compartment < >

oci-sec-ws-lab-00 <

trivadisbdsrsp (root)irainingoci-sec-wsfoci sec-ws-
1ab-00

Service logs Manage logs

Resources: 0 (0 fotal logs) ®
Logs enabled: 0
Logs not enabled: 0

Tag filters add | clear

0 tag fiters applied

Figure 38: » bucket_1

Press Create Bucket.

+ Set Bucket Name to public-bucket and let other settings as per default.
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Create Bucket

Bucket Name
public-bucket
Default Storage Tier

© Standard
Archive

The default storage fier for a bucket can only be specified during creation. Once set, you cannot change the storage tier in which a bucket resides. Leam more ab

Enable Auto-Tiering

Automafically move infrequently accessed objects from the Standard tier to less expensive storage. Learn more

Enable Object Versioning

Create an object version when a new object is uploaded, an existing object is overwritten, or when an object is deleted. Leamn more

Emit Object Events

Create automation based on object state changes using the Events Service.

Uncommitted Multipart Uploads Cleanup

Create a lifecycle rule to automafically delete uncommitied mullipart uploads older than 7 days. Leamn more
Encryption

© Encrypt using Oracle managed keys

Leaves all encryption-related matters to Oracle.

Encrypt using customer-managed keys
Requires a valid key from a vault that you have access fo. Learn more

Resource logging
Enable resource logging to allow resource tracking. troubleshooting, and data insights

Resource logging disabled

Tags

Add tags to organize your resources. \What can | do with tagging?

Tag namespace Tag key Tag value

cae

Figure 39: » bucket 2

Press Create at the bottom.

5.1.5.2 Edit Visibility Edit created bucket by click on the three dots -> Edit Visibility.
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Search res:

. services, documentation, and Marketplace

RACLE Cloud

Object Storage & Archive
Storage

Buckets

Private Endpoints

List scope

Compartment

ock-sec-ws-lab-00 <

trivadisbdsrsp (root)irainingoci-sec-wsfoci sec-ws-
1ab-00

Service logs Manage logs

Resources: 0 (0 fotal logs) ®
Logs enabled: 0
Logs not enabled: 0

Tag filters 2dd | clear

no tsg fiters applied

Switzerland North (Zurich) v/

Bucket public-bucket created successfully.

Buckets in oci-sec-ws-lab-00 Compartment

Object Storage provides unlimited, high-performance, durable, and secure data storage. Data is uploaded as objects that are stored in buckets. Learn more

Create Bucket

Name -

Default Storage Tier Visibility Created

public-bucket Standard Private Sun, Oct 20, 21 View Bucket Details
Create Pre-Authentcated Request s,
Move Resource
Edit Visibility
Add tags
View tags

Delete

Figure 40: » bucket_3

Change visibility to Public. Let checkbox setting as per default.

Edit Visibility

Enabling public visibility will let anonymous and unauthenticated users access data stored in the bucket.

Visibility
Private

© FPublic

Allow users to list objects from this bucket

Consider using pre-authenticated requests instead

We recommend using pre-authenticated requests instead of public buckets. Pre-authenticated requests support
additional authorization, expiry, and scoping capabilities not possible with public buckets. Learn more

Save Changes Cancel

Figure 41: » bucket 4

Press Save Changes at the bottom.

5.1.5.3 Verification The bucket is set to public and marked by a yellow triangle.
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Search resources, services, documentation, and Marketplace Switzerland North (Zurich) v/

Object Storage & Archive Buckets in oci-sec-ws-lab-00 Compartment

Storage Object Storage provides unlimited, high-performance, durable, and secure data storage. Data is uploaded as objects that are stored in buckets. Learn more.

Buchats Create Bucket

Private Endpoints Name ~ | Default Storage Tier Visibility Created

public-bucket Standard Public Sun, Oct 20, 2024, 07:54:34 UTC
List scope
Showing 1item ¢ 1of1

Compartment " < >

oci-sec-ws-lab-00 <
trivadisbdsxsp (roof)rainingfoci-sec-ws/oci-sec-ws-
1ab-00
Service logs Manage logs

Resources: 1 (2 total logs) ®
Logs enabled: 0
Logs not enabled: 2

Tag filters add | clear

10 tag fiters applied

Figure 42: » bucket 5

5.1.6 Verify new Cloud Guard alert

Identity & Security -> Cloud Guard -> Alerts -> Problems

Verify if the public buckets is recognized by Cloud Guard. Yiu see an entry with risk level
Critical.

Search resources, services, documentation, and Marketplace Switzerland North (Zurich) v

Cloud Guard» Alerts.

Alerts Problems

Aproblem is any action or setting on a resource that could potentially cause a security threat. Al list scope and filter settings are persistent and will remain in place until they are cleared or reset. Leam more

Recommendations

Eroblame: First detected start time First detected end time Last detected start time Last detected end time
(=] iz Sep 20, 2024 08:02 UTC (=] Oct 20, 2024 08:02 UTC (=]
Responder activity
Filters
Scope Enter search filters
Compartment Reset all

oci-sec-ws-lab-00 2

rivadisbdsysp (root)Araining/oci-sec-wsfoci sec-ws-

Include child compariments

= Problem name Risklevel « | Detectortype = Resource Target Regions Labels
atus

Open 2 Bucket is public @ Critical Configuration  public-bucket isecwslab00 Switzerland North (Zurich)  CIS_OCI_VA1.1_OBJECTSTORAGE ObjectStorage, CIS_OCI_V_2
Resource ype Dalabase is not registered in Data Safe  © Medium  Configuraion  _ws-01-alp23ai01 __i-Sec-ws-ap-00 Germany Central (Frankfurl) ~ Database Security

Al 2

VCN has IntemetGateway attached Low Configuration  _lab-ocisecws-00  _isecws-ab-00 Gemany Central (Frankfurt)  Network
»
0 selected Showing 3 ftems ¢ Page1 >

Figure 43: » alert 1

5.1.61 Remediation Select the alert entry by click on the bucket name to see the de-
tails and press Remediate.
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cumentation. and Marketplace Switzerland North (Zurich) v/

Cloud Guard Alerts > Problems» Problem details

Bucket is public

Object Storage supports anonymous, unauthenticated access to a bucket. A public bucket that has read access enabled for anonymous users allows anyone to obtain object metadata, download bucket objects, and optionally
list bucket contents. Leam more

Details
P General information Recommendation
Problem OCID: _xhvh7xvboa Show Copy Description: Ensure that the bucket is sanctioned for public access, and if not, direct the OCI administrator

o restrict the bucket policy o allow only Specific users access to the resources required to

Resource ID: __lic-bucket Show Copy accomplish their job functions.

Detector type: Configuration
Resource name: public-bucket
Managed: Local

Risk level: @ Critical
Resource type: Bucket

Status: Open

Figure 44: » alert 2

Ignore the warning ab out missing permissions as your OCI user is not able to see the
policies created on top level compartment.

Remediate

e
.
=

Problem: Bucket is public
Resource: public-bucket

Remediation responder rule @

Make Bucket Private

<>

Required policy statements @

. User doesn't have privileges to inspect or manage policies in tenancy.

Input settings @

Fost Remediation Notification (2

Figure 45: » alert 3

Confirm.
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Remediate Help

Are you sure you want to remediate this problem by executing responder Make Bucket Private? It cannot be undone.

Figure 46: » alert 4

5.1.6.2 Verification After some seconds, the visibility for your created Object Storage
bucket has changed back to Private.

Storage -> Object Storage -> Buckets

= ORACLE Cloud Search resources, services, documentation, and Marketplace Switzerland North (Zurich) v/

Object Storage & Archive Buckets in OCI-SEC-WS-LAB-00 Compartment

Storage Object Storage provides unlimited, high-performance, durable, and secure data storage. Data is uploaded as objects that are stored in buckets. Learn more

Buckets Create Bucket
Private Endpoints Name ~ | Default Storage Tier Visibility Created
public-bucket Standard Private Sun, Oct 20, 2024, 07:54:34 UTC
List scope
Showing 1item ¢ 1of1

Compartment 5 < >

OCI-SEC-WS-LAB-00 <
trivadisbdsxsp {roof)Training/OCI-SEC-WS/OCI-S.
EG-WS-LAB-00
Service logs Manage logs

Resources: 1 (2 total logs) ®
Logs enabled: 0
Logs not enabled: 2

Tag filters add | clear

0 tag fiters applied

Figure 47:» alert 5

In Cloud Guard alert view, the state changes after a couple of seconds too.

The alert is not longer visible in alert list.

Summary

In this exercise, you:

» Cloned an Oracle-managed detector recipe in Cloud Guard.

+ Created a new target to observe and monitor resources in your compartment.

+ Configured an Object Storage bucket with public visibility.

« Verified that Cloud Guard generated an alert for the public bucket, indicating suc-
cessful detection.

You are now ready to continue with the next exercise, where you will explore further
Cloud Guard configurations.
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» Previous Exercise: Exercise 01: Key Management
+ Next Exercise: Exercise 03: Auto Remediation

5.2 Exercise 03: Auto Remediation

In this exercise, you will enable auto-remediation in Cloud Guard to automatically re-
solve issues with public Object Storage buckets. Building on the detector settings from
the previous exercise, you will configure a responder recipe to change the visibility of
public buckets to private automatically.

5.21 Objectives

« Add a responder recipe to the target.

+ Enable auto-remediation to automatically resolve public bucket issues.

+ Test the setup by creating a new bucket and setting its visibility to public,
« verifying that Cloud Guard automatically changes it to private.

Environment

Perform this exercise within the following environment:

« Compartment: OCI-SEC-WS-LAB—-nn

+ Region: Germany Central (Frankfurt)

+ OCI Console URL: OCI| Console Frankfurt - Login
+ OCl User: lab-oci-sec-wsNN

« OCI Password: provided by trainer

Ensure you are in the correct compartment and region. New resources, such as Cloud
Shell configurations and ADB access settings, should be created within your designated
compartment.

Solution

Login as User XYZ in OCI console and go to Cloud Guard Overview. Ensure you have
select the proper compartment in from the dropdown list on left side.
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rvices, documentation, and Marketplace Switzerland North (Zurich) v/

Cloud Guard OVe v |eW

Overview Security score rating () . ) Security recommendations (©)

Recipes + Resolve Scanned host has open ports problems in target tgt-compartmen...

« Resolve Instance has a public IP address problems in target tgt-compa..
Excellent
Configuration
Secury scoro 99

Queries

Threat monitoring
Resources Problems snapshot Problems
Grouped by

Compartment S

\ m Critical

. High
comp-doag-high-sec N L

Total
. Minor

Figure 48: » overview

5.2.2 Enable Auto Resolve

5.2.21 Add Responder recipe to Target We must add the responder recipe to target
configuration.

Identity & Security -> Cloud Guard -> Configuration -> Targets

) Search resources, services, documentation, and Marketplace Switzerland North (Zurich) v/
ou Switzerland North (Zurich)

Cloud Guard» Configuration

Configuration Targets
Targets identify a compartment to be monitored by Cloud Guard. Leam more
Settings
Create target [IsEES Q_ Filter by target name

- Q Faery

Managed lists Target name Compartment Type Monitoring coverage Created

Data masking cg-tgt-oci-sec-ws-lab-00 OC-SEC-WS-LAB-00 acl 14 View Sun, Oct 20, 2024, 07:46:37 UTC

0 selected Showing 1item ¢ 10f1

Scope < >
Compartment

OCI-SEC-WS-LAB-00 <
trivadisbdsxsp (root)Training/OCI-SEC-WS/OCI-S.
ECWS-LAB-00

Inciude child compartments

Tag filters add | clear

no tag fiters applied

Figure 49: » step 1

Select your created target an scroll at the bottom.

Copyright © 2024 Accenture. All rights reserved. 38



Resources Configuration

Configuration Compartments

OCI-SEC-WS-LAB-00 N
Posture and threat monitoring Instance Security

Detector recipes

For each target, only one recipe of the same type can be added. To add a new recipe of the same type, remove an existing one. Learn more.

Recipe name Oracle managed Detector Type Created
OCI Configuration Detector Recipe - 0ci-sec-ws-1ab-00 No Configuration Standard Sun, Oct 20, 2024, 07:46:37 UTC

Showing 1item ¢ 10of1 %

Responder recipes

For each target, only one recipe of the same type can be added. To add a new recipe of the same type, remove an existing one. Leam more

Recipe name Oracle managed Created

No items found.

Showing Oitems ¢ 10f1 %

Figure 50: » step 2

In section Configuration und Responder recipes, add recipe. Select your responder
recipe from dropdown list and press Add recipes. Do not select the Oracle managed
recipe as you have no privileges there to change any settings.

Add responder recipe

Choose a responder recipe to assign to target cg-tgt-oci-sec-ws-lab-00

Responder recipe (7)

OCI Responder Recipe - oci-sec-ws-lab-00 -

Add recipes Cancel

Figure 51: » step_ 3

5.2.2.2 Enable Autoresolve Select the fresh added Responder recipe. Edit the entry
for Make Bucket Private by click on the three dots and Edit.
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CLE Cloud  Search reso rvices, documentation, and Marketplace

Switzertand North (Zurich) v/ noe

Cloud Guard» Targets » Target details > Responder recipe

OCI Responder Recipe - oci-sec-ws-lab-00
Details
OCID: .. tfdpd2zbda Show Copy.

Created: Sun, Oct 20, 2024, 08:35:51 UTC

Compartment: OCI-SEC-WS-LAB-00

Resources Responder rules

Responder rules

Responder rule Type
Cloud Event NOTIFICATION
Delete IAM Policy REMEDIATION
Delete Intemet Gateway REMEDIATION
Delete Public IP(s) REMEDIATION
Disable 1AM User REMEDIATION
Enable DB Backup REMEDIATION
Make Bucket Private REMEDIATION
Rotate Vault Key REMEDIATION
Stop Compute Instance REMEDIATION
Terminate Compute Instance REMEDIATION

Terms of Use and Frivacy  Cookie Preferences

Figure 52: » step_4

Status

Enabled

Enabled

Enabled

Enabled

Enabled

Enabled

Enabled

Enabled

Enabled

Enabled

Conditional group
No
No
No
No
No
No
No
No
No

No

Q Fitter by responder rule

Showing 10 ftems ¢ 1of 1 >

Copyright © 2024, Oracle and or is afflates. Al rights reserved,

You canignore the alert about privileges as these settings are done on top compartment

level. We set condition

+ In section Setting, activated Execute automatically.

« Enable checkbox to confirm the execution.

+ Set Conditional Group for parameter region to eu-frankfurt-1

« Parameter: Region
« Operator: In

« List: Custom List

+ Value: eu-frankfurt-1
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Configure responder rule Hell

Name: Make Bucket Private
Description: Changes the Object Storage Bucket's visibility from public to private
Status: Disabled

Required policy statements @)

User doesn't have privileges to inspect or manage policies in tenancy.

Setting

Rule trigger
Ask me before executing rule

© Execute automatically
Responder exaecutes automatically when Make Bucket Private is prompted in compartment OCI-SEC-WS-LAB-00

@ Selecting execute automatically grants the responder permissions to modify all resources, without further confirmation, to correct the rule violation as
soo0n as it is detected. To limit the scope of this action to a subset of the resources, add one or more conditional group statements.

You must select the checkbox below to confirm this selection.

Confirm execute automatically

Figure 53:» step 5

Conditional group @

Parameter Operator List
Region o In 2 | | Custom list Al X
value (O

eu-frankfurt-1

—+ Another condition s

.

Figure 54: » step 6

Press Save at the bottom.

5.2.2.3 Verify Auto-Resolve by Creating a Public Bucket Repeat the steps from the
previous lab to create a new bucket.

5.2.2.4 Create Bucket Add basic information and description. Call it private_bucket.
Ensure you are in the correct compartment. If not, select your compartment in left side
dropdown menu.
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Go to Storage -> Object Storage & Archive Storage -> Create Bucket.

« Set Bucket Name to private-bucket and let other settings as per default.

Create Bucket Help

Bucket Name
private-bucket
Default Storage Tier
© Standard
Archive

The default storage tier for a bucket can only be specified during creation. Once set, you cannot change the storage tier in which a bucket resides. Leam more about storage tiers

Enable Auto-Tiering

Automatically move infrequently accessed objecis from the Standard fier to less expensive slorage. Learn more

Enable Object Versioning

Create an object version when a new object is uploaded, an existing object is overwritten, or when an object is deleted. Leamn more

Emit Object Events

Create automation based on object state changes using the Events Service.

Uncommitted Multipart Uploads Cleanup

Create a lifecycle rule to automatically delete uncommitted multipart uploads older than 7 days. Leam more

Encryption
© Encrypt using Oracle managed keys
Leaves all encryption-related matters to Oracle

Encrypt using customer-managed keys

Reauires a valid kev from 3 vault that vou have access tn | eam more

Figure 55: » step7/

Press Create at the bottom.

5.2.2.5 Edit Visibility Edit created bucket from above by click on the three dots on
bucket line -> Edit Visibility. Change it to public.

Edit Visibility

Enabling public visibility will let anonymous and unauthenticated users access data stored in the bucket.
Visibility
Private

@ rubiic

Allow users to list objects from this bucket

Consider using pre-authenticated requests instead

We recommend using pre-authenticated requests instead of public buckets. Pre-authenticated requests support
additional authorization, expiry, and scoping capabilities not possible with public buckets. Learn more

Save Changes Cancel

Figure 56: » step_8

Press Save Changes at the bottom.
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5.2.2.6 Verification The bucket is set to public and marked by a yellow triangle.

Search resources, services, documentation, and Marketplace Switzerland North (Zurich) »
Jlout pl

Object Storage & Archive Buckets in OCI-SEC-WS-LAB-00 Compartment

Storage Object Storage provides unlimited, high-performance, durable, and secure data storage. Data is uploaded as objects that are stored in buckets. Learn more:
Private Endpoints Name ~  Default Storage Tier Visibility Created
private-bucket Standard Public Sun, Oct 20, 2024, 08:50:33 UTC
List scope
public-bucket Standard Private Sun, Oct 20, 2024, 07:54:34 UTC
Compartment
OCI-SEC-WS-LAB-00 S Showing 2 ftems ¢ 101 >
rivadisbdsxsp (100 TrainingIOCKSEC-WS/OCLS
ECWS-LAB-00
Service logs R

Resources: 2 (4 fotal logs) ®
Logs enabled: 0
Logs not enabled: 4

Tag filters add | clear

notag

applied

Figure 57: » step 9

5.2.2.7 Verify Auto Resolving After a couple of seconds, you can verify the Respon-
der activity. There are two new entries to make the bucket private.

Identity & Security -> Cloud Guard -> Alerts -> Responder activity

Search resources, services, documentation, and Marketplace Switzerland North (Zurich) v/

Cloud Guard» Alerts.

Alerts Responder activity

Responder activity indicates the actions taken or could be taken by Cloud Guard for identified problem. Learmn more

Recommendations

e Time create range start Time created range end Time completed range start Time completed range end
Sep 20, 2024 = Oct 20, 2024 E i} =
Responder activity
Filters
Scope Enter search filters
Compartment Resetall

OCI-SEC-WS-LAB-00 <
trivadisbdsxsp (roof)Training/OCI-SEC-WS/OCLS

EC-WS-LAB-00
EIEVIRIL AN | Skip execution

Include child compartments

Respondername  Responder activity OCID | Resource Region Execution status | Execution type | Problem name | Time created ~ | Time completed

Cloud Event 6gs epq  private-bucket North (Zurich) @ ded Automated Bucket s public ~ Sun, Oct 20, 2024, 08:52:38 UTC  Sun, Oct 20, 2024, ¢

Make Bucket Private private-bucket North (Zurich) @ Succeeded Automated Bucket is public  Sun, Oct 20, 2024, 08:52:38 UTC  Sun, Oct 20, 2024, ¢

Make Bucket Private :‘i‘“ laiKogaesp onderexacnoe o | Su st o) dorth (Zurich) @ Succeeded Manual Bucket is public ~ Sun, Oct 20, 2024, 08:21:13 UTC ~ Sun, Oct 20, 2024, (
x6a

Make Bucket Private dorth (Zurich) @ Succeeded Manual Bucket is public ~ Sun, Oct 20, 2024, 08:19:52 UTC ~ Sun, Oct 20, 2024, (

Copy Close

Figure 58: » step 10

5.2.2.8 Verification The visibility for your Object Storage bucket has automatically
changed now to Private.

Storage -> Object Storage -> Buckets
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= ORACLE Cloud

Search resources, services, documentation, and Marketplaca

Switzerland North (Zurich) v/

Object Storage & Archive
Storage

Buckets

Private Endpoints

List scope

Buckets in OCI-SEC-WS-LAB-00 Compartment

Object Storage provides unlimited, high-performance, durable, and secure data storage. Data is uploaded as objects that are stored in buckets. Learn more

Create Bucket

Name ~ | Default Storage Tier
private-bucket Standard

public-bucket Standard

Created

BEoeceeo

Sun, Oct 20, 2024, 08:50:33 UTC

Sun, Oct 20, 2024, 07:54:34 UTC

Compartment

OCI-SEC-WS-LAB-00 b3 Showing 2items ¢ 10f1 >
trivadisbdsxsp (roof)Training/OCLSEC-WS/OCLS
EC-WS-LAB-00

Service logs Manage logs

Resources: 2 (4 fotal logs) ©
Logs enabled: 0
Logs not enabled: 4

Tag filters add | clear

0 tag fiters applied

Figure 59: » step_11

Summary

In this exercise, you:

« Added a responder recipe to your Cloud Guard target.

« Enabled auto-remediation to handle public bucket visibility issues.

» Tested auto-remediation by creating a public bucket and verifying that Cloud
Guard automatically set it to private.

You are now ready to continue with the next exercise, where you will configure Cloud
Guard notifications for security alerts.

- Previous Exercise: Exercise 02: Manual Remediation
+ Next Exercise: Exercise 04: Notification Setup

5.3 Exercise 04: Notification Setup

In this exercise, you will configure notifications in Cloud Guard to receive alerts about
detected security issues. Using the existing detector settings, you’ll set up notifications
to be informed of any potential vulnerabilities or policy violations.

5.3.1 Objectives

+ Create a notification topic and subscription.

« Set up a rule to trigger notifications.

+ Test the notification by creating a public Object Storage bucket and verifying the
alert.
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Environment

Perform this exercise within the following environment:

« Compartment: OCI-SEC-WS-LAB-nn

« Region: Germany Central (Frankfurt)

+ OCI Console URL: OCI Console Frankfurt - Login
« OCIl User: lab-oci-sec-wsNN

« OCIl Password: provided by trainer

Ensure you are in the correct compartment and region. New resources, such as Cloud
Shell configurations and ADB access settings, should be created within your designated
compartment.

Solution

Login as User XYZ in OCI console. Ensure you have select the proper compartment in
from the dropdown list on left side.

5.3.2 Enable Auto Resolve Notification by Topic

5.3.2.1 Create Topic, Subscription and Confirmation A topic and a subscription is
required to enable the notification service based on events.

Developer Services -> Application Integration -> Notifications -> Create Topic

= ORACLE Cloud  Search resources, services, documentation, and Marketplace Switzerland North (Zurich) v L0 6 60
Notifications Topics in OCI-SEC-WS-LAB-00 compartment
The Notifications service helps you broadcast messages to distributed components through a publish-subscribe pattern. Use Notifications to get notified when event rules are triggered or alarms
TOFIiQS are breached, or to directly publish a message. A topic is a communication channel for sending messages to the subscriptions in the topic.
Subscriptions Create Topic

List scope Name Description State Topic OCID Created

Compartment No items found.

OCI-SEC-WS-LAB-00 < Showing Oitems ¢ Page 1 >

trivadisbdsxsp (oot Training/OCI-SEC-WS/OCHS
ECWS-LAB-00

Figure 60: » step_1

Add details, Create.
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https://console.eu-frankfurt-1.oraclecloud.com

ocumentation, and Marketplace Switzeriand North Zurich) v [6] A ) & O

Create Topic Help

Name

| topic-oci-sec-ws-lab-00 |

Topic name must contain fewer than 256 characters. Only alphanumeric characters plus hyphens () and underscores (_) are allowed

Description Optional
Topic for Compartment OCI-SEC-WS-LAB-00

Description must contain fewer than 256 characlers.

S5 show advanced options

E Once the topic is created, an adminisirater needs to create an identity policy to enable access. |

Create [eETle]

Terms of Use and Privacy  Cookie Preferences Copyright & 2024, Oracle andfor its affiliates. All rights reserved.

Figure 61: » step 2

The state of the new created topic is active.

Notifications Topics in DEV1-OCI-SEC-WS-LAB-00 compartment

The Nofifications service helps you broadcast messages to distributed components through a publish-subscribe pattern. Use Notifications to get notified when event rules are triggered or alams
are breached, or to directly publish a message. A topic is a communication channel for sending messages to the subscriptions in the topic.

Topics

Subsciptons Create Topic

List scope Name Description ‘ state ‘ Topic OCID Created -
Compartment topic-oci-sec-ws Iab-001 Topic for Compartment OCI-SEC-WS-LAB-00 ® Active __b7pbjm7wa Show Copy L"'T%OG 22:2024.1229:40
DEV1-OCI-SEC-WS-LAB00  $ ‘

trivadisbdsxsp (root)Training/OCI-SEC-WS/DEV1- Showing 1item ¢ Page1 )
OCI-SEC-WS-LAB-00

Figure 62: » step 3

View the details, click on topic name. Create a new Subscription: Create Subscription.
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Switzerland North (Zurich) v

Notifications » Topics » Topic Details
topic-oci-sec-ws-lab-001
Publish Message Move Resource Add tags

Topic Information Tags

Description: Topic for Compartment OCI-SEC-WS-LAB-00 4

OCID: ...b7pbjim7wa Show Copy
ACTIVE Short Topic ID: - Show Copy.
Compartment: DEV1-OCI-SEC-WS-LAB-00

Created: Tue, Oct 22, 2024, 12:29:40 UTC

Resources Subscriptions
Subscriptions Create Subscription
Mot Subscription OCID State Protocol endpoint Created
List scope No items found.
B vt 4 Showing Oitems ¢ Page1 b
Terms of Use and Privacy  Cookie Preferences Copyright © 2024, Oracie and/or s affliates. All rights reserved.

Figure 63: » step_4

Select:

+ Protocol: Email
« Email: add your personal mail address, a mail address where you have immediate
access for confirmation

Create the subscription and check your inbox.

Switzerland North (Zurich) v

B Create Subscription Help
‘topic-oci-sec-ws-|

[ Publish IMessage H IMove Reso

Configure Subscription

) Protocol

Topic Information Tags —— -

Description: Topic for Compart Email

OCID: _b7pbjim7wa Show C martin x berger@accenture.com

Short Topic ID: - Show Copy,

Compartment: DEV1-OCI-SEC @) Email notifications use the sender "noreply” at a region-specific notification domain.

Example sender: noreply@notification_us-ashburn-1.oci.oraclecloud.com
Created: Tue, Oct 22, 2024, 12 Creating_a subscription for Email.
. i, s
Su bsonpnons =& Show advanced options
Subscription OCID

BARN Cancel
nees Copyright © 2024, Oracle and/or its affiliates. All rights reserved.

Figure 64: » step 5
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Confirm the subscription

[External] Oracle Cloud Infrastructure Notifications Service Subscription Confi...
o noreply@notification.eu-zurich-1.oci.oracle ‘ ® ‘ AR J {G ‘ L

An @ Berger, Martin Di 22.10.2024 14:34

You have chosen to subscribe to the topic:
topic-oci-sec-ws-lab-001 (Topic OCID: ocid1.onstopic.oc1.eu-zurich-
1.amaaaaaasijhdmqavéfy62rpa3wsyk4opsrjq3tyihgyiqvh6rb7pbjfm7wa)

<<') Allen antworten = Weiterleiten

see

To confirm this subscription, click or visit the link below (If this was in error, you can ignore this message):
Confirm subscription

Please do not reply directly to this email. If you have any questions or comments regarding this email, contact your
account administrator.

Figure 65: » step 6

ORACLE

Cloud Infrastructure

Subscription confirmed
Hi,

You have subscribed martin.x berger@accenture.com to the topic: topic-oci-sec-ws-lah-001

Figure 66: » step 7

5.3.3 Create Rule

5.3.3.1 Create Topic, Subscription and Confirmation We create a rule based on
Cloud Guard changes.

Observability & Management -> Events Service -> Rules -> Create Rule.

Set Display Name and Description, as example rule-oci-sec-ws-lab-00-cloudguard.
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= ORACLE Cloud  Search resources, services, documentation. and Marketplace Switzerland North (Zurich) v ne o0

Create Rule Help

Display Name

rule-oci-sec-ws-lab-00-cloudguard

Description

Describe what the rule does. Example: Sends a netification when backups complete.

Figure 67: » step_1

Select Rule Condition.

In section Rule Conditions, select Service Name and Event Type. Select these event
types:

« Detected - Problem
« Dismissed - Problem
« Remediated - Problem

Rule Conditions

Limit the events that trigger actions by defining conditions based on event types, attributes, and filter tags. Learn more Rule Logic
Condition Service Name: Event Type
MATCH event WHERE (
Event Type &l Cloud Guard = Detected - Problem X Dismissed - Problem  x « eventType EQUALS ANY OF (

< com.araclecloud.cloudguard. problemdetected,
com.oraclecloud.cloudguard. problemdismissed,
com.oraclecloud.cloudguard. problenremediated

Remediated - Problem X

)

= )
+ R ) View example events (JSON)

Vvalidate Rule

Figure 68: » step 2

Select Actions

+ Action-Type: Notifications
+ Notifications-Compartment: OCI-SEC-WS-LAB- (your compartment name)
+ Topic: topic-oci-sec-ws-lab-001 (the topic you created)

Actions
Actions trigger for the specified event conditions. Leam more

Action Type Notifications Compartment Topic

~

Motifications < | | MGB-DEV-QCI-SEC-WS-LAB-00 ~ topic 5]

—+ Another Action

-

Create Rule Save as stack Cancel

Figure 69: » step_3

5.3.4 Test

5.3.4.1 Change the visibility of an Object Storage bucket to public Storage -> Object
Storage -> Buckets
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Change the visibility and verify if you get a notification by mail.

Summary

In this exercise, you:

« Created a notification topic and subscription for Cloud Guard alerts.

« Configured a rule to send notifications based on specific detector findings.

« Verified the setup by creating a public bucket and receiving the corresponding
alert.

You are now ready to continue with the next exercise to deepen your understanding of
Data Safe configurations.

+ Previous Exercise: Exercise 03: Auto Remediation
+ Next Exercise: Exercise 05: Data Safe Configuration and Register ADB
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6 Data Safe

6.1 Exercise 05: Configuration and Register ADB

In this exercise, you will set up Oracle Data Safe to enhance the security of an Au-
tonomous Database (ADB). This process involves enabling monitoring and data pro-
tection features. You will first configure Oracle Data Safe and then register your ADB
instance for secure management.

6.1.1 Objectives

« Set up Oracle Data Safe for your environment.
+ Register an Autonomous Database (ADB) to integrate it with Data Safe.

Environment

Perform this exercise within the following environment:

« Compartment: OCI-SEC-WS-LAB—-nn

« Region: Germany Central (Frankfurt)

+ OCI Console URL: OCI| Console Frankfurt - Login
+ OCl User: lab-oci-sec-wsNN

+ OCI Password: provided by trainer

Ensure you are in the correct compartment and region. New resources, such as Cloud
Shell configurations and ADB access settings, should be created within your designated
compartment.

Solution

Log in to the OCI Console as User XYZ. Ensure you select the correct compartment from
the dropdown menu on the left side.

Navigate to: Oracle Database -> Data Safe -> Database Security -> Overview

1. Navigate to the Autonomous Database registration wizard within the Data Safe sec-
tion.
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https://console.eu-frankfurt-1.oraclecloud.com

v Register database with Data Safe

Autonomous Oracle cloud
databases databases
¢ Autonomous Database ¢ QOracle Base Database
Serverless e QOracle Exadata
* Autonomous Database Database Service on
on Dedicated Exadata Dedicated Infrastructure
Sl Rlr+ o Learn Start wizard [REl
more more

Figure 70: » step_1

2. Select the Autonomous Database in your designated compartment, for example,
SOE-DEV-OCI-SEC-WS-LAB-00.

Register Autonomous databases

@ select database

2) Connectivity option Data Safe target information @

Select database in AB-00 (Change

[ adb-fra-lab-soe-devocisecws-00-atp23ai01 < ]

Data Safe target display name

adb-fra-lab-soe-devocisecws-00-atp23ai01

Compartment

SOE-DEV-OCI-SEC-WS-LAB-00 E]

25 Show advanced options

[@) The selected database is configured to be securely accessible from everywhere. Steps 2 (‘Connectivity option’)
and 3 ('Add security rule') are not necessary and will be skipped.

Figure 71: » step 2

3. Click Next to proceed and finalize the registration process.

Register Autonomous databases
Please review and confirm the following information to register the database:

Target database information

Display name of selected database: adb-fra-lab-soe-devociseows-00-atp23ai01

Compartment for target: SOE-DEV-OCI-SEG-WS-LAB-00
Data Safe target display name: adb-fra-lab-soe-devocisecws-00-atp23ai0 1

Description:

Figure 72: » step 3

4. The registration process for the Autonomous Database may take some time.
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RACLE Cloud and Marketplace Gormany Gentral (Frankfur) v A GG O

Edit conr

detais || Update database user || Move resource | | More actions ~

Target database information  Tags

General information Assessment resources

Name: adb-fra-lab-soe-

fsecws-00-atp23ai01 PEREETES

Discovery and masking resources

[Training/DEV-OC-SEC-WS/S
800

CREATING

Database and connection details

Database type: Autonomous database

TCP/TLS: TGP

Figure 73: » step_4

5. Once the Autonomous Database is registered, it will appear in the Data Safe dash-
board.

Navigate to: Oracle Database -> Data Safe -> Database Security -> Dashboard

= ORACLE Cloud | Searchresources, services, documentation, and Marketplace: Germany Central (Frankfurt) v L @& 0

[Dashboard|

Key securty indicators for all the registered target databases.

Security controls

Totaltarget databases with securlty assessments: 1 (?)

User accounts: T Authorization control: Tt Auditing: T

Password Authentication: 1 Database Vault o Unified Audit: 1
Global o P o Fine Grained Audit o
External Authentication: o Traditional Audit o

Figure 74: » step 5

Summary

In this exercise, you:

« Configured Oracle Data Safe to enable advanced security features for database
monitoring and protection.

» Successfully registered an Autonomous Database (ADB) with Data Safe for secure
management.

You are now ready to continue with the next exercise, where you will explore how to
assess database configurations for compliance and best practices.

+ Previous Exercise: Exercise 04: Notification Setup
+ Next Exercise: Exercise 06: Assess Database Configurations
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6.2 Exercise 06: Assess Database Configurations

In this exercise, you will use Oracle Data Safe to perform a configuration assessment
on your Autonomous Database (ADB). This assessment checks the database settings for
compliance with security best practices, helping to identify potential vulnerabilities and
areas for improvement.

6.2.1 Objectives

« Run a configuration assessment using Oracle Data Safe.
« Identify security risks and areas for improvement based on database settings.

Environment

Perform this exercise within the following environment:

« Compartment: OCI-SEC-WS-LAB-nn

+ Region: Germany Central (Frankfurt)

+ OCI Console URL: OCI| Console Frankfurt - Login
+ OCl User: lab-oci-sec-wsNN

« OCI Password: provided by trainer

Ensure you are in the correct compartment and region. New resources, such as Cloud
Shell configurations and ADB access settings, should be created within your designated
compartment.

Solution
6.2.2 Step 1: Explore Security Assessment

1. Navigate to the Oracle Data Safe Dashboard in the OCI| Console.
+ Go to Data Safe -> Security Assessments.

2. View the overview of the Security Assessment for your Autonomous Database
(ADB).

+ Select the target ADB you registered in the previous exercises.
+ Explore the summary metrics such as:

- Total findings (e.g., high, medium, low risks).
- Configuration compliance score.
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Data Safe » Security center» Security assessment

Security center

Dashboard

Security assessment
User assessment
Data discovery

Data masking

Activity auditing

SQL Firewall

Alerts

Related resources

Assessment history

Schedules

List scope

Compartment
SOE-DEV-OCI-SEC-WS-LAB-00 <

trivadisbdsxsp (root)/Training/DEV-OCI-SEC-WS/S
OE-DEV-OCI-SEC-WS-LAB-00

Figure 75: » step_1

Security assessment

Evaluate the security posture of your databases and receive recommendations on how to mitigate the identified risks. Learn more

Risk level
3.0%
¥ 6.0%
18%
67 Findings
73%
W High: 0 Low: 4 Evaluate: 49
M Medium:2 M Advisory: 12 Deferred: 0

Top 5 common security controls

Patch compliance
Auditing
Password discipline

Encryption in-transit

Encryption at-rest

=)

Target databases

Potential risk M Advisory Deferred

Evaluate M Pass

Risks by category

33%

6 Risks

67%

User accounts: 4 DB configuration: 2

Take the tour

3. Go to the tab Target summary and click on the latest assessment report for the
ADB to review the detailed findings.

+ Observe categories such as Privileges and roles, Database configuration,
and Auditing.
« Note any highlighted risks or warnings in the findings.

Risk summary

Target summary

Notifications

Target database

adb-fra-lab-soe-
devocisecws-00-
atp23ai01

Deviation from Last assessed Medium Low Advisory
baseline time risk risk
No baseline set OR Thu, 21 Nov 2 4 12
No comparison done 2024 10:52:13
® utc
View report

Figure 76: Target summary

Displaying 1 security assessments

Evaluate

49

{1of1 )
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Data Safe> Security center» Security assessment > Security assessment detalls
= .
SA_1732186333659 HH

L

SUCCEEDED

Figure 77: Security Assessment Details

6.2.3 Step 2: Adjust the Risk Level of a Risk Finding
1. From the Security Assessment Report, identify a risk finding that you want to
adjust.
+ For example: Users with Grant Option
2. Click on the finding to view its details.

+ Note the current risk level (e.g., high, medium, or low).

~ | Users with Grant Option

Limit propagation of access rights

Status: PASS
Summary: No users found who have been granted privileges to perform security critical actions with grant option.
Remarks: Account permission to grant privileges within the database is an administrative function. Minimizing the number and

privileges of administrative accounts reduces the chances of privileged account exploitation. User accounts that require
WITH GRANT OPTION privileges should belong to sanctioned users who can propagate access rights to important objects.
Limiting the propagation of access rights ensures that users can't continuously grant access to objects they don't own
without restriction.

References:  Oracle Best Practice
DISA STIG: V-219829, V-237715

Figure 78: Security Assessment Details

3. Adjust the risk level:

+ Click on Edit Risk or Adjust Risk Level.

+ Select a new risk level (e.g., from “Low” to “Medium”) and provide a justifica-
tion for the change (e.g., “Compliance Requirement”).
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| Update risk for finding

Finding: Users with Grant Option
| Summary: No users found who have been granted privileges to perform security critical actions with grant option
| Currentrisk level: Pass (7)

Oracle defined risk level: Pass (?)

\ Defer risk Change risk

| Defer the risk until the expiration date you define be- Change risk of finding to a different level

| low or until you revise it. v
\

New risk level ()

| [ Medium :]

Justification Optional

Please provide a justification for changing the risk for this finding

Expiration date Optional (©

Save [ENIlES]

Figure 79: Adjust Risk Level for Users with Grant Option

4. Save the changes.

6.2.4 Step 3: Set Baseline

1. Go back to the top of the page of the latest assessment report for the ADB.

Data Safe> Security center» Security assessment > Security assessment detalls
.
SA_1732186333659 HH

L

SUCCEEDED

Figure 80: Security Assessment Details

2. Click on Set Baseline:

« The baseline captures the current configuration and security settings as a ref-
erence point.

3. Confirm the baseline creation.

+ This baseline will be used for future comparisons to identify any deviations.
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Set as baseline?

Are you sure you want to set these findings as the baseline?

Close

Figure 81: Set Security Assessment Baseline

6.2.5 Step 4: Create a Risk on the Target Database

1. Simulate a security risk by modifying a configuration on the target ADB.

2. Access the SQL worksheet in Database Actions. If your session has expired, sign
in again as the ADMIN user.

3. If needed, clear the worksheet and the Script Output tab.
4. On the worksheet, enter the following command:

GRANT alter any role TO public;
CREATE USER scott IDENTIFIED BY NO AUTHENTICATION;

[Worksheet]* v [ v & B © v R v & B8 & Consumer group:  LOW ~
&= Ay T Dataload | . 88 @

1 GRANT alter any role TO public; L
2 CREATE USER scott NO AUTHENTICATION;

Query Result  Script Output ~ DBMS Output  Explain Plan  Autotrace  SQL History ®

o &

Grant succeeded

Elapsed: 00:00:00.008

User SCOTT created

® 8 © @

Elapsed: 00:00:00.076

Figure 82: Create a Risk using SQL worksheet

6.2.6 Step 5: Refresh the Latest Security Assessment and Analyze the Results
1. Navigate back the top of the page of the latest assessment report for the ADB.
2. Click Refresh Assessment:

« Wait for the assessment to complete.
« The new assessment should reflect the risk you introduced in Step 4.
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| Refresh now =Y
|

Assessment details

Save latest assessment

SA 202411212352

| This updates the latest assessment for this target database, and also saves it using the provided assessment \
name.

|

Figure 83: Refresh Security Assessment

3. Analyze the updated assessment report:

+ Look for the new risk findings created by your changes.
+ Review the affected areas and recommendations provided by Data Safe.

6.2.7 Step 6: Compare Your Assessment with the Baseline

1. From the Security Assessments page, select the Baseline Comparison option.

2. Compare the latest assessment results with the previously set baseline.

+ Identify any deviations or new risks.
+ Note changes such as:

- Configuration setting differences.
- Additional risk findings introduced in Step 4.

3. Document the results of the comparison:

+ Highlight any areas of concern that should be addressed.
+ Reset the baseline if the new state is acceptable and reflects the desired con-
figuration.

Summary

In this exercise, you:

« Performed a configuration assessment with Oracle Data Safe to evaluate database
settings.
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« Identified potential vulnerabilities and areas to enhance security compliance.

You are now ready to continue with the next exercise, where you will assess database
users to further strengthen your security posture.

» Previous Exercise: Exercise 05: Data Safe Configuration and Register ADB
+ Next Exercise: Exercise O7: Assess Database Users

6.3 Exercise 07: Assess Database Users

In this exercise, you will use Oracle Data Safe to assess user accounts within your Au-
tonomous Database (ADB). This assessment helps identify user roles, privileges, and
potential security risks associated with database users, allowing for better security man-
agement and compliance.

6.3.1 Objectives

+ Use Oracle Data Safe to assess and analyze database user accounts.
« Identify roles, privileges, and any potential security risks related to database users.

Environment

Perform this exercise within the following environment:

« Compartment: OCTI-SEC-WS-LAB-nn

+ Region: Germany Central (Frankfurt)

+ OCI Console URL: OCI Console Frankfurt - Login
« OCl User: lab-oci-sec-wsNN

« OCI Password: provided by trainer

Ensure you are in the correct compartment and region. New resources, such as Cloud
Shell configurations and ADB access settings, should be created within your designated
compartment.

Solution
6.3.2 Step 1: View the Overview Page for User Assessment

1. Navigate to the Data Safe Dashboard in the OCI Console.
+ Go to DataSafe User Assessments.

2. Select your target Autonomous Database (ADB).

3. View the User Assessment Overview Page:
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+ Review key metrics, including:

- Total users.
- Risk level distribution (e.g., High, Medium, Low).
- User categories (e.g., Admin Users, Privileged Users).

User assessment

Identify potential risk inherent in database accounts. Assess the potential risk a compromised or misused account would Learn
pose. more

Take the tour

@ New authorization required

To view the available schema access details of the user you will need permissions on the data-safe-security-policy-reports resource in the
compartment of the target database.

« Allow group <user-group> to read data-safe-security-policy-reports in compartment <compartment-name>
« Allow group <user-group> to inspect data-safe-security-policy-reports in compartment <compartment-name>

Please re-run the privilege script for non-ADB databases Learn more

Potential user risk

User roles

DBA 4

45.8% H.7% )
o (e DV admin 6

Audit admin | 5

‘ 0 1 2 3 4 5 6 7

DBA: 4 DV admin: 6 M Audit admin: 5

B Critical: 10 M High: 3 B Medium: 0 Low: 11

Risk summary Target summary Notifications
Potential risk Target databases Users Privileged users DBA DV admin Audit admin
Critical 2 10 10 4 4 5
High 2 3 3 = 2
Low 2 11 - 5 -

Displaying 4 risk levels

Figure 84: User Assessment

4. Note the summary of potential security risks related to user accounts.

6.3.3 Step 2: Analyze Users in the Latest User Assessment

1. Open the latest User Assessment Report for your target ADB.
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2. Review the list of users and their associated risk levels:

« Focus on users flagged with High Risk or Medium Risk.

[/] HIGH LOCKED -

ow LOCKED

o o ] CRITICAL OPEN  Thu.21 Nov2024
102622 UTC

ow LOCKED

DSSADMIN PRIVILEGED ] CRITICAL OPEN Thu, 21 Nov 2024
10:52:44 UTC

vieGeD, @ @ cRmCAl Lookep -
SCHEMA

Al PRIVILEGED, CRITICAL OPEN
Lo SCHEMA

SCHEMA - - ow OPEN

Displaying Busers ¢ Tof 1 >

Figure 85: User Assessment Details

3. For each flagged user, analyze the following details:

+ Privileges: Review the specific roles and grants assigned to the user.

+ Login Activity: Check the last login time and ensure it aligns with expected
usage.

« Account Status: |dentify users with default passwords, expired passwords, or
locked accounts.

6.3.4 Step 3: Change Users and Entitlements on the Target Database

Either modify your target database via SQL worksheet, Cloud Shell or both.
1. Download and install HR sample schema using cloud shell
« Download the Sample Schemas

cd SHOME
export TNS ADMIN=SHOME/my wallet
git clone https://github.com/oracle/db-sample-schemas.git

- Set environment variable to connect to the ADB

export TNS ADMIN=SHOME/my wallet
export ADB SERVICE=$ (grep -o '~ [” ]*tpurgent' $HOME/my wallet/tnsnames
.ora)

+ Install human_resources demo Schema use the default LAB password

cd SHOME/db-sample-schemas/human resources
sql admin@SADB SERVICE @hr install.sgl

2. Access your target database using a SQL worksheet and modify user accounts or
privileges to simulate a change:
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« Example 1: Grant an additional role to a user:

GRANT select any table TO hr;

« Example 2: Unlock a user account:

ALTER USER hr ACCOUNT UNLOCK;

« Example 3: Create a new test user with

CREATE USER test user NO AUTHENTICATION;
GRANT CREATE SESSION TO test user;

6.3.5 Step 4: Refresh the Latest User Assessment

1. Navigate back to User Assessments in the Data Safe Dashboard.

2. Click Refresh Assessment for your target database.

+ Wait for the refresh to complete.
Refresh now
Assessment details

Assessment name

UA_20241122011

This updates the latest assessment for this target database, and also saves it using the provided assessment name.

e

Figure 86: Refresh User Assessment

Copyright © 2024 Accenture. All rights reserved.

63



3. Review the updated User Assessment Report:

+ Ensure the changes made in Step 3 are reflected.
« Check for any new findings or risks introduced by the changes.

User User type oBA oV Audit Potential Status
risk

SCHEMA Low LOCKED
PRVILEGED @ o o CRITICAL OPEN
o LOCKED
o cAImC o
o o CRITICAL LOCKED

scomr SCHEMA Low oPEN scotr DEFAUL

Figure 87: Review User Assessment Details

6.3.6 Step 5: Compare the Latest User Assessment with the Initial User
Assessment

1. From the User Assessments page, select the Comparison assessments option.

oBA DV Audit Potential Status  Lastlogin time

Low LOGKED
o o o GRITICAL OPEN  Thu, 21 Nov2024
2307:34 UTC
o LOCKED
[ CRITIC OPEN Thu, 21 Nov 2024
3:12:14 UTC
o o GRITICAL LOCKED

scomr SCHEMA Low oPEN scotr DEFAUL

Figure 88: Compare User Assessment

2. Compare the latest assessment with the initial assessment:

« Identify differences in:

- New users added.
- Changes in user privileges or roles.
- Updated risk levels for existing users.

3. Document the comparison results:

« Highlight any deviations or additional risks introduced by the changes.
+ Evaluate whether corrective actions are needed to mitigate risks.

Copyright © 2024 Accenture. All rights reserved. 64



Summary

In this exercise, you:

+ Explored the User Assessment overview to review key metrics and user risk distri-
butions.

« Analyzed the users and privileges in the latest user assessment report.

« Simulated changes to users and entitlements on the target database.

+ Refreshed the user assessment to capture updates and identify new risks.

+ Compared the latest user assessment with the initial assessment to evaluate devi-
ations and ensure compliance.

You are now ready to continue with the next exercise, where you will learn how to audit
database activity to enhance monitoring and security.

+ Previous Exercise: Exercise 06: Assess Database Configurations
+ Next Exercise: Exercise 08: Audit Database Activity

6.4 Exercise 08: Audit Database Activity

In this exercise, you will use Oracle Data Safe to audit database activity in your
Autonomous Database (ADB). Auditing helps monitor actions performed within the
database, providing insights into user activity and helping detect any suspicious or
unauthorized actions.

6.4.1 Objectives

« Enable and configure auditing in Oracle Data Safe.
« Review and analyze database activity logs to monitor user actions.

Environment

Perform this exercise within the following environment:

« Compartment: OCI-SEC-WS-LAB-nn

« Region: Germany Central (Frankfurt)

OCI Console URL: OCI Console Frankfurt - Login
« OCIl User: lab-oci-sec-wsNN

OCI Password: provided by trainer

Ensure you are in the correct compartment and region. New resources, such as Cloud
Shell configurations and ADB access settings, should be created within your designated
compartment.
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Solution
6.4.2 Step 1: Enable and Configure Auditing in Oracle Data Safe

1. Access the Data Safe Dashboard:
+ Navigate to Data Safe Audit in the OCI| Console.
2. Enable Auditing for the Target Database:
+ Select the target Autonomous Database (ADB) from the list.
« If auditing is not already enabled, follow these steps:
- Click Enable Auditing.
- Confirm that audit data collection is enabled for the selected database.
3. Configure Audit Policies:
+ Go to the Audit Policies tab in the Data Safe interface.
+ Enable specific audit policies for your ADB:

- Login/Logout Events: Tracks user sessions.

- Privilege Usage: Captures the use of system or object privileges.

- Data Manipulation (DML): Logs INSERT, UPDATE, and DELETE operations.
- Schema Changes: Monitors CREATE, DROP, and ALTER statements.

4. Save the Configuration:

« Ensure that the appropriate audit policies are applied to the database for log-
ging key activities.

6.4.3 Step 2: Review and Analyze Database Activity Logs

1. Access the Audit Reports:
« Navigate to Data Safe Audit Reports.
2. Filter Logs by Criteria:

+ Use the filters to view specific activities, such as:

- Time Period: Specify a date and time range for recent activities.

- Users: Focus on actions performed by specific users.

- Events: Filter for particular event types, such as failed logins or schema
changes.

3. Analyze Audit Logs:

+ Review details of the audit logs, including:

- Event Type: Type of action performed (e.g., login, DML operations).
- User: Who performed the action.
- Timestamp: When the action occurred.
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- Object Affected: Database objects involved in the operation.
4. ldentify Suspicious Activities:

+ Look for anomalies or risks, such as:
- Unusual login attempts from unexpected IP addresses.
- Privilege escalation events.
- Unauthorized schema changes.

5. Generate an Audit Report:

+ Create a custom audit report for your findings:

- Select specific events and users.
- Export the report in PDF or CSV format for further analysis.

Summary

In this exercise, you:

+ Enabled and configured auditing for your Autonomous Database in Oracle Data

Safe.

« Applied audit policies to track key database activities, such as logins, privilege
usage, and schema changes.

+ Reviewed and analyzed database activity logs to monitor user actions and identify
potential security risks.

You are now ready to proceed to the next exercise, where you will explore additional
Oracle Data Safe features, such as generating alerts and notifications.

- Previous Exercise: Exercise O7: Assess Database Users
+ Next Exercise: Exercise 09: Generate Alerts

6.5 Exercise 09: Generate Alerts

In this exercise, you will configure Oracle Data Safe to generate alerts for specific activ-
ities or events within your Autonomous Database (ADB). Setting up alerts helps you stay
informed about critical actions, security incidents, and potential threats in real-time.

6.5.1 Objectives

« Configure alert settings in Oracle Data Safe.
« Set up rules to trigger alerts for specific database events.
+ Test the alerting mechanism to ensure notifications are received for relevant ac-

tions.

Copyright © 2024 Accenture. All rights reserved. 67



Environment

Perform this exercise within the following environment:

« Compartment: OCI-SEC-WS-LAB-nn

+ Region: Germany Central (Frankfurt)

+ OCI Console URL: OCI Console Frankfurt - Login
« OCIl User: lab-oci-sec-wsNN

« OCIl Password: provided by trainer

Ensure you are in the correct compartment and region. New resources, such as Cloud
Shell configurations and ADB access settings, should be created within your designated
compartment.

Solution
6.5.2 Step 1: Configure Alert Settings in Oracle Data Safe

1. Access the Data Safe Dashboard:
+ Navigate to Data Safe Alerts in the OCI| Console.
2. Enable Alerts for the Target Database:

+ Select the target Autonomous Database (ADB) from the list.
« If alerts are not already enabled, click Enable Alerts to activate the alerting
mechanism for the database.

3. Define Notification Settings:

+ Navigate to the Notification Settings section.

« Add or confirm the notification endpoint (e.g., email address or OCI Notifica-
tion Service topic) where alerts will be sent.

+ Save your changes.

6.5.3 Step 2: Set Up Rules to Trigger Alerts for Specific Database Events

1. Go to Alert Rules:
+ In the Alerts section, navigate to the Rules tab.
2. Create a New Alert Rule:

+ Click Create Rule to define a custom alert.
+ Specify the following:
- Event Type: Select the type of event to monitor, such as:

* Failed logins.
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* Schema changes.
* Privilege escalations.

- Severity Level: Assign a severity (e.g., High, Medium, Low) for the alert.

- Description: Provide a brief description of the rule for context.
3. Save the Rule:

+ Ensure the rule is active and associated with the target ADB.

6.5.4 Step 3: Test the Alerting Mechanism

1. Simulate a Database Event:

« Perform an action on the target database that should trigger the alert.

- Example 1: Attempt a failed login using an invalid user/password combi-

nation:

sglplus invalid user/invalid password@your database alias

- Example 2: Make a schema change such as creating a new table:

CREATE TABLE test table (id NUMBER);

2. Monitor for Alerts:

« Check the Alert Logs in the Data Safe Dashboard to ensure the event was

captured.
« Confirm that the alert was triggered based on your defined rule.

3. Verify Notification Delivery:

+ Check your email inbox or the notification endpoint for the alert message.

« The notification should include details about the event, such as:

- Event Type: Type of action that triggered the alert.
- Timestamp: When the event occurred.
- Target Database: The affected database.

4. Troubleshoot if Necessary:

- If no alert or notification is received:

- Verify that the rule is active and correctly configured.
- Check the notification endpoint for proper setup.

Summary

In this exercise, you:

« Configured alert settings in Oracle Data Safe to monitor key database events.
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« Defined custom alert rules to trigger notifications for specific actions, such as
failed logins or schema changes.

+ Tested the alerting mechanism by simulating database events and verifying notifi-
cation delivery.

You are now ready to proceed to the next exercise, where you will explore data discovery
and masking features in Oracle Data Safe.

» Previous Exercise: Exercise 08: Audit Database Activity
« Next Exercise: Exercise 10: Discover Sensitive Data

6.6 Exercise 10: Discover Sensitive Data

In this exercise, you will use Oracle Data Safe to identify and classify sensitive data within
your Autonomous Database (ADB). This process helps ensure data privacy and compli-
ance by discovering personally identifiable information (PIl) and other sensitive data

types.

6.6.1 Objectives

« Run a data discovery scan in Oracle Data Safe to locate sensitive data.
+ Review the results to understand the types and locations of sensitive data within
the database.

Environment

Perform this exercise within the following environment:

« Compartment: OCI-SEC-WS-LAB-nn

+ Region: Germany Central (Frankfurt)

OCI Console URL: OCI Console Frankfurt - Login
« OCIl User: lab-oci-sec-wsNN

« OCIl Password: provided by trainer

Ensure you are in the correct compartment and region. New resources, such as Cloud
Shell configurations and ADB access settings, should be created within your designated
compartment.

Solution
6.6.2 Step 1: Run a Data Discovery Scan in Oracle Data Safe

1. Access the Data Safe Dashboard:
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« Navigate to Data Safe Data Discovery in the OCI Console.
2. Create a New Data Discovery Job:

« Click Create Data Discovery Job to initiate a new scan.
+ Select the target database (your registered ADB) from the list.

3. Configure the Discovery Scan:

+ Provide a meaningful name forthejob, suchas Sensitive Data Discovery Job

+ Select the scope of the scan:

- Schemas: Choose specific schemas or scan all schemas.
- Columns: Specify columns or allow automatic detection based on sensi-
tive data models.

« Enable Include Predefined Sensitive Types to use built-in data classifications
(e.g., credit card numbers, social security numbers).

4. Startthe Scan:

+ Review the job configuration and click Start.
« Monitor the progress of the scan on the Job Details page.

6.6.3 Step 2: Review the Results

1. Access the Completed Scan Report:

« Once the scan is complete, go to Data Discovery Job Results.
+ Select the completed job to view its details.

2. Analyze the Sensitive Data Findings:

+ Review the categorized results, such as:

- Sensitive Data Types: |dentify the types of sensitive data detected (e.g.,
Personally Identifiable Information, Financial Data).

- Locations: View the schemas, tables, and columns where sensitive data
is located.

3. Understand the Risk Levels:

« Each finding is assigned a Risk Level (e.g., High, Medium, Low) based on the
sensitivity and exposure of the data.
+ Focus on high-risk findings for immediate action.

4. Export the Report (Optional):

« If required, export the discovery scan results in PDF or CSV format for further
review or compliance reporting.
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6.6.4 Optional: Plan for Data Protection

1. Evaluate Data Masking:

« Based on the discovery results, consider applying data masking to protect
sensitive data in non-production environments.

2. Review User Access:

« Cross-reference sensitive data locations with user privileges to ensure only
authorized users can access high-risk data.

Summary

In this exercise, you:

+ Ran a data discovery scan in Oracle Data Safe to locate sensitive data in your Au-
tonomous Database.
+ Reviewed the results to identify sensitive data types and their locations within the
database.
+ Analyzed risk levels associated with sensitive data to understand potential vulner-
abilities.
You are now ready to proceed to the next exercise, where you will explore additional

data protection features, such as masking sensitive data.

- Previous Exercise: Exercise 09: Generate Alerts
- Next Exercise: Exercise 11: SQL Firewall

6.7 Exercise 11: SQL Firewall

In this exercise, you will configure the SQL Firewall in Oracle Data Safe to control and
monitor SQL queries executed in your Autonomous Database (ADB). This feature helps
enhance database security by defining rules that restrict unauthorized or potentially
harmful SQL statements.

6.7.1 Objectives

« Set up the SQL Firewall in Oracle Data Safe.
+ Define rules to allow or block specific SQL statements.
+ Test the SQL Firewall by executing queries to verify that the rules are enforced.

Copyright © 2024 Accenture. All rights reserved. 72



Environment

Perform this exercise within the following environment:

« Compartment: OCI-SEC-WS-LAB-nn

+ Region: Germany Central (Frankfurt)

+ OCI Console URL: OCI Console Frankfurt - Login
« OCIl User: lab-oci-sec-wsNN

« OCIl Password: provided by trainer

Ensure you are in the correct compartment and region. New resources, such as Cloud
Shell configurations and ADB access settings, should be created within your designated

compartment.

Solution
6.7.2 Step 1: Set Up the SQL Firewall in Oracle Data Safe

1. Access the Data Safe Dashboard:
+ Navigate to Data Safe SQL Firewall in the OCI Console.
2. Enable SQL Firewall for the Target Database:

+ Select the target database (your registered ADB) from the list.
« If SQL Firewall is not already enabled, click Enable SQL Firewall.
« Confirm the activation to enable SQL monitoring and protection.

3. Define Initial SQL Activity Profile:

+ Navigate to the Activity Profiles tab.

+ Click Generate Profile to create a baseline of SQL activity for the target

database.
+ Select the duration for collecting SQL activity (e.g., 1 hour, 1 day).
« Wait for the profile generation to complete.

6.7.3 Step 2: Define Rules to Allow or Block Specific SQL Statements

1. Go to SQL Firewall Rules:
+ Navigate to the Rules tab in the SQL Firewall section.
2. Create a New Rule:

« Click Create Rule to define a custom SQL Firewall rule.
+ Specify the following:
- Rule Type:
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* Allow: Permit specific SQL statements.
* Block: Deny specific SQL statements.

- SQL Statement or Pattern: Define the SQL statements or patterns to
match (e.g., SELECT * FROM sensitive table or $SDELETE

[
%).

- User or Role: (Optional) Apply the rule to specific users or roles.

3. Save the Rule:

« Ensure the rule is active and associated with the target database.

6.7.4 Step 3: Test the SQL Firewall by Executing Queries

1. Connect to the Target Database:

+ Use a SQL client (e.g., SQL*Plus or SQL Developer) or the OCI Cloud Shell to
connect to the database:

sglplus admin@your database alias

2. Test Allowed Queries:

« Execute queries that are explicitly allowed by your SQL Firewall rules:

SELECT * FROM employees;

« Confirm that these queries are executed successfully.

3. Test Blocked Queries:

« Execute queries that should be blocked based on your rules:

DELETE FROM sensitive table WHERE id = 1;

« Verify that the query is blocked, and an error or log entry is generated.

4. Verify Logs and Alerts:

+ Return to the SQL Firewall Dashboard in Data Safe.
+ Review the logs to confirm that the blocked queries were recorded.
« Check if any alerts were triggered for the blocked SQL statements.

Summary

In this exercise, you:

« Enabled and set up the SQL Firewall in Oracle Data Safe to monitor and protect

SQL activity.
» Created rules to allow or block specific SQL statements based on security require-

ments.
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+ Tested the SQL Firewall by executing queries and verifying that the defined rules
were enforced.

You have now completed the Data Safe exercises, enhancing your database security ca-
pabilities. Continue to explore other security features in Oracle Cloud Infrastructure.

» Previous Exercise: Exercise 10: Discover Sensitive Data
+ Next Exercise: Exercise 12: Security Zones
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7 Security Zones

71 Exercise 12: Create Security Zone

In this exercise, you will create a Security Zone in Oracle Cloud Infrastructure (OCI)
to enforce security policies and explore the restrictions applied to resources created
within the zone.

711 Objectives

« Set up a Security Zone in OCI.
+ Test the Security Zone by creating an Object Storage bucket to observe enforced
limitations.

Environment

Perform this exercise within the following environment:

« Compartment: OCI-SEC-WS-LAB—-nn

« Region: Germany Central (Frankfurt)

+ OCI Console URL: OCI| Console Frankfurt - Login
+ OCl User: lab-oci-sec-wsNN

+ OCI Password: provided by trainer

Ensure you are in the correct compartment and region. New resources, such as Cloud
Shell configurations and ADB access settings, should be created within your designated
compartment.

Solution

Login as User XYZ in OCI console and go to Security & Identity -> Security Zones. Ensure
you have select the proper compartment in from the dropdown list on left side.

71.2 Create Security Zone

Identity & Security -> Security Zones

In dashboard, Create Security Zone.
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ral (Frankfurt) \

Security Zones Security Zones
- security Zones automatically enforce security standards and best practices on resources in selected compartments. Users cannot create or update a resource in a Security Zone f the action violates a Security Zone policy.

e Leam more

HecnE Before you create a Security Zone, you must be given the required access in an IAM policy. Your Security Zone can use a standard Oracle-managed Recipe, of you can create your own Recipe.

Show more information
List scope
Create Security Zone

Compartment

MGB-OCI-SEC-WS-LAB-00 bt ‘ Name status Recipe Greated
trivadisbdsxsp (rootpTraining/OGH-SEC-WS/MGB-
OCHSECWS-LAB-00 No items found

Showing Oitems ¢ 10of1 >

Tag filters add | clear

o tag fiters applied

Figure 89: » step_1

Name the resource, as example in style: security-zone-. As example: security-zone-
mbg-oci-sec-ws-lab-00. Add a description and click on Create Security Zone.

@
bo

(ocumentation, and Marketplace Germany Central (Frankfurt)  [G] L\

Create Security Zone

Select Zone Recipe

0 Oracle-managed (2)
) Customer-managed (2)

Name

‘ securityzone-mbg-oci-sec-ws-lab-00 ‘

Description

‘ Security Zone for Compartment mbg-oci-sec-ws-lab-00 ‘

Create for compartment (2)

‘ MGB-OCI-SEC-WS-LAB-00

500

Any existing Cloud Guard target for this compartment is replaced with a new Security Zone target. The new target includes the default Oracle-managed
configuration and activity detector recipes in Cloud Guard, and also scans resources in e zone for policy violations.

List of existing targets to be deleted
No targets found

25 show advanced options

Create Security Zone ‘ Saveasstack | Cancel

Copyright © 2024, Oracle and/or s affiates. All ights reserved.

Terms of Use and Privacy  Cookie Preferences

Figure 90: » step 2

Verify the new associated compartment.
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documentation, and Marketplace Germany Central (Frankfurt) »

Security Zones » Security Zone details

security-zone-mbg-oci-sec-ws-lab-00

Security Zone for Compartment mbg-oci-sec-ws-1ab-00

Security Zone information Tags
OGID: ._ifcha Show Copy, Greated: Tue, Oct 29, 2024, 19:14:46 UTC
ACTIVE Compartment: MGB-OCI-SEC-WS-LAB-00 Recipe: Maximum Security Recipe - 20200914

Cloud Guard target: securily-2one-mbg-0c-Sec-ws-1ab-00

Resources Associated compartments
Associated compartments @) We continuously monitor your compartments and report violations when they are found. Check back periodically to ensure compartments do not have violations.
Add compartment
Name Violations ()
MGB-OCI-SEC-WS-L AB-00 9 None found

Crerty

Figure 91: » step_3

In Security Zones -> Recipes, verify the associated Maximum Security Recipe automati-
cally attached.

Search reso rvices, document: and Marketplace Germany Central (Frankfurt) \/
Jlout Pl Y

Security Zones Security Zones
Security Zones automatically enforce security standards and best practices on resources in selected compartments. Users cannot create or update a resource in a Security Zone if the action violates a Security Zone policy.
G Leamn more
Recipes

[@)] e fatest Security Zones release includes many significant enhancements and user interface changes. See the release notes for details,

List scope Create Security Zone
Compartment
Name status Recipe Greated
MGB-OCI-SEC-WS-LAB-00 )
= ecuri bg-oci-sec-ws-ab-00 @ Acive Maximum Securiy Recipe - 20200914 Tue, Oct 29, 2024, 19:14:46 UTC

OCLSEC-WS-LAB-00
Showing 1item ¢ 10f1 )

Tag filters add | clear

o tag fiters applied

Figure 92: » step 4

71.3 Create an Object Storage bucket

Ensure you have select the proper compartment in from the dropdown list on left side
to create a new Object Storage bucket. Verify the error.

urity Zone violation: Encrypt the bucket with a customer-managed encrypiion key or use the following workflow to create a new key and bucket: Create Secure Bucket

| Create | Cancel

Figure 93: » step 5

Change and use the Customer Managed Key from exercise 01, as example my key
called_mek-mbg-oci-sec-ws-lab-00_.
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Encryption
Encrypt using Oracle managed keys

Leaves all encryplion-related matters to Oracle.

© Encrypt using customer-managed keys

Requires a valid key from a vault that you have access to. Learn more

Vault in MGB-OCI-SEC-WS-LAB-00 (Change compariment)

<>

vault-mbg-oci-sec-ws-lab-00

Master Encryption Key in MGB-OCI-SEC-WS-LAB-00 (Change compariment)

<>

mek-mbg-oci-sec-ws-lab-00
Figure 94: » step 6

Try to change visibility from the new created bucket to public. Verify the error mes-
sage.

Edit Visibility Help

Enabling public visibility will let anonymous and unauthenticated users access data stored in the bucket.
Visibility
Private

© Public

Allow users to list objects from this bucket

@J Consider using pre-authenticated requests instead

We recommend using pre-authenticated requests instead of public buckets. Pre-authenticated requests support
additional authorization. expiry. and scoping capabilities not possible with public buckets. Learn more

Security Zone Violation: Object Storage buckets in a security zone can't be public. (Forbidden)

Save Changes Cancel

Figure 95: » step_7

71.4 Delete Security Zone

In Security & Identity -> Security Zones, select your security zone and delete it.
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= ORACLE Cloud  Search resources, services, documentation, and Marketplace Germany Central (Frankfurt) v L0060

Security Zones Security Zones
Security Zones automatically enforce security standards and best practices on resources in selected compartments. Users cannot create or update a resource in a Security Zone if the action violates a Security Zone policy.
L= Leam more
HecnE The latest Security Zones release includes many significant enancements and user interface changes. See the release notes for details. ‘
List scope Create Security Zone
Compartment
Name status Recipe Created
MGB-OCI-SEC-WS-LAB-00 bt
i.sec ws 12b-00 ® Active Maximum Security Recipe - 20200914 Tue, Oct 29, 2024, 19:14:46 UTC View details |
OCI-SEC-WS-LAB-00
Showing 1| Viewlags
Tag filters add | clear Add tags
no tag filters applied Delete

Figure 96: » step 8

71.5 Create a Public Object Storage

In Object Storage menu, change the visibility of created Object Storage bucket to PUB-
LIC. Verify the visibility - a yello triangle occurs.

= Search resources, services, documentation, and Marketplace ‘Germany Central (Frankfurt) v
ou

Object Storage & Archive Buckets in MGB-OCI-SEC-WS-LAB-00 Compartment

Storage Object Storage provides unlimited, high-performance, durable, and secure data storage. Data is uploaded as objects that are stored in buckets. Leam more
Eickats Create Bucket
Private Endpoints Name ~ | Default Storage Tier Visibility Created
‘my-bucket Standard Public Tue, Oct 29, 2024, 19:28:04 UTC
List scope

Figure 97: » step_ 9

71.6 Create Security Zone again

We repeat step 1, and create again the security zone in out compartment. Verify the
Violations after successful creation. Is the public bucket detected? If not, grab a coffee
and come back in a few minutes.

step_10

Summary

In this exercise, you:

+ Created a Security Zone to enforce OCI security policies.
« Attempted to create an Object Storage bucket within the Security Zone, observing
any restrictions and limitations.

You are now ready to continue with the next exercise, where you will configure and test
the Web Application Firewall (WAF) for enhanced application security.

Copyright © 2024 Accenture. All rights reserved. 80



+ Previous Exercise: Exercise 11: SQL Firewall
+ Next Exercise: Exercise 13: Web Application Firewall (WAF)

7.2 Exercise 13: Setup WAF for XSS Detection

In this exercise, you will configure a Web Application Firewall (WAF) in Oracle Cloud
Infrastructure (OCI) to detect cross-site scripting (XSS) attacks. You will set up a Load
Balancer and WAF to protect an HTTP server running on compute instances in a private
network.

7.2.1 Objectives

» Configure Cloud Shell for access to the private network.
+ Install an HTTP server on compute instances.

» Set up a public Load Balancer.

« Configure the Web Application Firewall (WAF).

Test the WAF configuration to verify XSS detection.

Environment

Perform this exercise within the following environment:

« Compartment: OCT-SEC-WS-LAB—-nn

+ Region: Germany Central (Frankfurt)

+ OCI Console URL: OCI| Console Frankfurt - Login
« OCl User: lab-oci-sec-wsNN

« OCI Password: provided by trainer

Ensure you are in the correct compartment and region. New resources, such as Cloud
Shell configurations and ADB access settings, should be created within your designated
compartment.

Solution

Login as User XYZ in OCI console. Ensure you have select the proper compartment in
from the dropdown list on left side.

7.2.2 Setup Cloud Shell for private Network

In Compute -> Instances, note down the two private IP addresses of the compute in-
stances. As example 10.0.0.75 and 10.0.0.76.
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https://console.eu-frankfurt-1.oraclecloud.com

Instances in MGB-OCI-SEC-WS-LAB-00 compartment

An insiance is a compute host. Choose between virtual machines (VMs) and bare metal instances. The image that you use fo launch an instance determines its operating system and other software

Create instance Actions ~

Name State Public [P Private IP  Shape QCPU count Memory (GB) Availability domain Fault domain c

ci-fra-lab-mgb-ocisecws-00-webserver01 @ Running - 100075 VM Standard E5 Flex 1 4 AD-1 FD-2 T

cifra-lab-mgb-ocisecws-00-webserver02 @ Running - 100076  VMStandard ES.Flex 1 4 AD-2 FD-1 T

0 selected

n

Figure 98: » step_1

On top of OCI Console, verify region is Germany Central (Frankfurt), open a Cloud Shell.
Enusre private network from exercise 01 is activated.

In Cloud Shell, create a new directory and download Private SSH Key from OCI object
storage.

-- create directory
mkdir ssh
cd ssh

-—-get key

wget https://objectstorage.eu-frankfurt-1.oraclecloud.com/p/Dec—
iebNrGgpe KhXMkugnekpAOQH1-jAUGIMlgpgqngKmSP8igMKALXu8hTO0Wsru/n/
trivadisbdsxsp/b/DOAG-2024/0/id rsa

-— set permissions
chmod 600 id rsa

7.2.3 Install http Server on Compute Instances

Login in first compute instance webserver as user opc. Use the private key from above
to connect.

—--login as user opc
cd SHOME/ssh
ssh -i id rsa opc@l1l0.0.0.75

--http / php package installation

$ sudo dnf install httpd php -y
—--start apache and php module

$ sudo apachectl start

$ sudo systemctl start php-fpm
—-—enable for server restart

$ sudo systemctl enable httpd

S sudo systemctl enable php-fpm
--verify apache is running on port 80
$ sudo netstat -tulnp | grep http
—--enable firewall

$ sudo firewall-cmd --permanent --zone=public --add-service=http
S sudo firewall-cmd --reload

Create HTML Index Page and XSS PHP Page in /var/www/html
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--create index.php file
$ sudo vi /var/www/html/index.php

--copy & paste the lines below to file

<?php
echo "OCI Hostname: " . gethostname():;
?>

Save and close the file with

e €SC

« wQ sequence.

—--create xss demo file
$ sudo vi /var/www/html/xss_ demo.php

—--copy & paste the lines below to file

<!DOCTYPE html>

<html lang="en">

<head>
<meta charset="UTF-8">
<title>XSS Demo</title>

</head>
<body>
<h1>XSS Demo Page</hl>
<form action="" method="get">

<label for="name">Enter your name:</label>
<input type="text" id="name" name="name">
<input type="submit" wvalue="Submit">

</form>

<?php

if (isset (S _GET['name'])) {
Sname = $ GET['name'];

// This directly outputs user input without
// sanitization, making it vulnerable to XSS
echo "<p>Hello, S$name</p>";
}
>
</body>
</html>

Save and close the file with

e €SC

+ WQ sequence.
Test running webserver. This command returns the hostname.

curl http://localhost

Repeat the steps for second webserver.

7.2.4 Setup Public Load Balancer

Create a Public Load Balancer in Public Subnet with the two webservers as backend,
attention: health check must set to http (as https as per default). Verify that backend
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checks run to green (ok) after a while.

Networking -> Load Balancer -> Create Load Balancer

= ORACLE Cloud | Search resources, services, documentation, and Marketplace Germany Central (Frankfurt) v/

Networking » Load balancers » Load balancer

Load balancers Load balancers
The load balancer service provides layer 4 and layer 7 (TCP and HTTP) load balancing that routes network traffic in a more complex manner. Load balancing improves resource utilization, facilitates scaling, and helps.

B to ensure high availability. Watch a video introduction to the service.

Load balancer
Create load balancer

Network load balancer
Name State IP address Shape Overall health Created

List scope No items found

Compartment Showing Oitems ¢ 10of1 >

MGB-OCI-SEC-WS-LAB-00 ~

trivadisbdsxs (rootWTraining/OCI-SEC-WSIMGE-

Figure 99: » step 6

Add details:

« set name
« let visibility type as PUBLIC

ORACLE Cloud Search resources, services, documentation, and Marketplace Germany Central (Frankfurt) v
Create load balancer Help
@ Add details Aload balancer provides automated traffic distribution from one entry point to multiple servers in a backend set The load balancer ensures that your services remain available by directing traffic only to healthy servers in the

backend set.
Load balancer name

loadbalancer-mbg-oci-se-ws-lab

Choose visibilty type

Public Private

You can use the assigned public IP address as a front end for incoming traffic. /|| You can use the assigned private IP address as a front end for interal incoming VCN traffic.

Assign a public IP address

Ephemeral IP address Reserved IP address

You can have an IP address from the pool automatically assigned to you You can provide either an existing reserved IP address, or create a new one by assigning a name and
V|| source IP pool.

Oracle will generate an IP address for you

Bandwidth
ShapesPick the type and size of bandwidth shape for your load balancer. Learn more about load balancer shapes.
Flexible shapes Dynamic shapes
Create a flexible shape size within the minimum and maximum size range you specify. V|| Choose from one of the available predefined shape sizes.

Oracle will retire the ability to create new dynamic shape load balancers after Thu, 11 May 2023 00:00:00 UTC. Oracle recommends using the cost-efficient flexible load balancers. ‘

Choose a minimum bandwidth () Choose a maximum bandwidth Optional (&

10 10

The maximum service limit is currently 8010 Mbps. For more bandwidth, request a service limit increase from the service limits page in the Console.

Previous LA Cancel

Terms of Use and Privacy  Cookie Preferences. Copyright © 2024, Oracle and/or its afiiates. All ights reserved.

Figure100: » step_7

Scroll down and set:

« Virtual Cloud network
+ Your public subnet

Copyright © 2024 Accenture. All rights reserved. 84



Choose networking

Virtual cloud network in MGB-OCI-SEC-WS-LAB-00 (Change compartment)

ven-fra-lab-mgb-ocisecws-00

To create a public load balancer, specify a single regional subnet (recommended), or two availability domain-specific subnets in different availability domains. If backends have public IP addresses, configure a NAT
gateway for connecting the public load balancers to its public IP address-based backends. Learn more about configuring NAT gateway.

Subnet in MGB-OCI-SEC-WS-LAB-00 (Change compartment)

sn-pub-fra-lab-mgb-ocisecws-00

Use network security groups to control traffic (O]

Figure101: » step_8

Next.

Choose backends:

+ select backend servers and add your compute instances

Select your two webserver and add them to the list. Let port as is. Do ot change other

settings.

Search resources, servi

documentation, and Marketplace

Create load balancer

@ Add details

Specify a load balancing policy
@ Choose backends

Weighted round robin
@ Configure listener
This policy distributes incoming traffic sequentially to each server
in a backend set list.

Select backend servers

Compartment
MGB-OCI-SEC-WS-LAB-00

trivadisbdsxsp (oot Training/OCH-SEC-WS/MGB-OCH-SEC-WS-LAB-00

Select instances

Name

IP address
cidra-lab-mgb-ocisecws-00-w || 10.0.0.73

Name IP address
ci-ra-lab-mgb-ocisecws-00-w: | | 10.0.0.106

Previous LA Cancel

Figure102: » step 9

Next.

Configure listener:

+ Change type of traffic type to HTTP.

ically changed to 80 now.

IP hash

This policy ensures that requests from a particular client are al-
ways directed to the same backend server.

ocip Availability domain

ocid1.instance.oc1.eu-frankful | | EUZg:EU-FRANKFURT-1-AD

ocip Availability domain

ocid1.instance.oc1.eu-frankful | | EUZg:EU-FRANKFURT-1-AD

Germany Central (Frankfurt) v/

Aload balancer distributes traffic to backend servers within a backend set. A backend set s a logical entity defined by a load balancing policy, a health check policy, and a list of backend servers (Compute instances).

Least connections

This policy routes incoming request trafic to the backend server
with the fewest active connections.

Compartment Port
MGB-OCI-SEC-WS-LAB- 80
00

trivadisbdssp (root)Training/OCI-SEC-
WS/MGB-OCI-SEC-WS-LAB-00

Compartment Port
MGB-OCI-SEC-WS-LAB- 80
00

trivadisbdsxsp (root)Training/OCI-SEC-
WS/MGE-OCI-SEC-WS-LAB-00

Add row

Do not change other settings.Port is automat-
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Create load bal

@ Add details

@ Choose backends
° Configure listener
o Manage logging

@ Review and create

provous | [ cane

ORACLE Cloud | Search resources, services, documentation, and Marketplace Germany Central (Frankfurt) v

ancer Help

Alistener is a logical entity that checks for incoming traffic on the load balancer's IP address. To handle TCP, HTTP and HTTPS traffic, you must configure at least one listener per traffic type. You can configure additional
listeners after you create your load balancer.
Listener name

listener_lb_2024-1030-0821

Specify the type of traffic your listener handles

HTTPS HTTP v || HTTP/2 TCP

Specify the port your listener monitors for ingress traffic

80

You can configure path route rules and custom header rule sets after you create the load balancer. For more information, see managing request routing and managing rule sefs.

Advanced SSL

To learn how to create different certificate service resources, see the certificate overview page.
© CAbundle
Certificate Authority

GA bundle in MGB-OGI-SEC-WS-LAB-00 Optional
(Change compartment)

No data available <

Timeout

Specify the maximum timeout in seconds Optional

Terms of Use and Privacy  Cookie Preferences. Copyright © 2024, Oracle and/or its afiiates. All ights reserved.

Figure103: » step 10

Next.

Manage Logging:

« Do no
+ Verify

ORACLE Clou

t change settings.
your compartment is selected in dropdown list

| Search resources, services, documentation, and Marketplace Germany Central (Frankfurt) v

Create load bal

@ Add details

@ Choose backends
@ Configure listener
@ Manage logging

@ Review and create

lancer Help

Enabling access and error logs is optional, but recommended. Reviewing these logs can help you with diagnosing and fixing issues with your backend servers. Learm more about load balancer logging.Logging is an option in
the load balancer service. Standard limits, restrictions, and rates apply when enabling the logging features

Error logs

Enabled

[_©)

The error log captures detailed information related to Leam more about error logs.

Compartment

[$]

MGB-OCI-SEC-WS-LAB-00

rivadisbdsxsp (root)/Training/OCH-SEC-WSMGB-OCI-SEC-WS-LAB-00

© Auto-create a default log group

Create a new log group

Log name

Ib_2024-1030-0821_error

Log retention
One month (default) ]

©One month equals 30 days.

Access logs

Not enabled

The access log captures detailed information about requests sent to the load balancer. Lear more about access logs.

Previous LA Cancel

Terms of Use and Privacy  Cookie Preferences. Copyright © 2024, Oracle and/or its afiiates. All ights reserved.

Figure 104

:» step_11
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Next.

Review and create:

ACLE Cloud  Search resources, services, documentation, and Marketplace Germany Central (Frankfurt) v/

Create load balancer Help

© Add details
@ Choose backends Details »
o Configure listener Load balancer name: loadbalancer-mbg-oci-se-ws-lab

Visibility type: Public

° Manage logging
IP address: Ephemeral IP address

@ Review and create

Bandwidth

Shape: Flexible shapes
Maximum bandwidth: 10
Minimum bandwidth: 10

Networking

IPv6 address assignment: Disabled
VCN: ven-fra-lab-mgb-ocisecws-00
Subnet: sn-pub-fra-lab-mgb-ocisecws-00
Advanced options

Management compartment: MGB-OCI-SEC-WS-LAB-00

Backends Edit

Load balancer policy: Weighted round robin
Backend compartment: MGB-OCI-SEC-WS-LAB-00

Nama. 1P addrase ocn Availahility damain Camnartmant Part

oo | [ -
. Verify Settings e U iy B o s Conyright © 2024, race aclor s afFtes.All iht resered

Submit.

The load balancer is created, wait until completed. Now you can see the load balancer
public IP in overview in section Load balancer information. The overall health changes
to ok.

Search resources, services, documentation, and Marketplace Germany Central (Frankfurt)

Networking » Load balancers » Load balancer» Load balancer details

loadbalancer-mbg-oci-se-ws-lab

[UREEEEREl | Move resource | | Add tags Create path analysis v

Details Tags

Load balancer health Load balancer information
Snsinenri@ioK Traffic between this load balancer and its backend servers is subject to the governing security lists
& and network security groups.
ACTIVE Learn more about load balancers and security lists [
Backend sets health OCID: _itvualéa Show Copy

Created: Wed, Oct 30, 2024, 07:30:46 UTC

Shape: Flexible
Min bandwidth: 10 Mbps
Max bandwidth: 10 Mbps
IP address: 130.162.34.134 (public)

Incomplete: ® 0
Pending: ® 0

oK: @1
Virtual cloud network: vcn-fra-lab-mgb-ocisecws-00

Subnet: sn-pub-fra-lab-m

ocisecws-00

Backend sets drain status

Drained: ® 0

Web application firewall: -
Network security groups: - Edit

Acceleration: -

Logs

Learn more about load balancer logging. [{

Active load balancer delete protection: Not enabled Edit

Error logs: Not enabled
Access logs: Not enabled

Request ID: Enabled Edit

Request ID header name: X-Request-ld

S NMatrice
Terms of Use and Privacy  Cookie Preferences. Copyright © 2024, Oracle and/or its afiiates. All ights reserved.

Figure105: » step 13

Verify reachability in a new web browser window - URL: http://your public load bal-
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http://your

ancer ip/index.php. Whenever the browser is refreshed, the webserver changes from
webserverO1 to webserver02 and vice versa.

= Cc A Notsecure  130.162.34.134

- [ ESXilab [3 Mohnweg |_ Feuerwehr Kestenh... O GitHub - PacktPubli...  \§¥ UniFi WLAN Gastne.. 4% MQTT, Nc

OCI Hostname: ci-fra-lab-mgb-ocisecws-00-webserver(2

Figure106: » step 14

Same when using xss_demo.php as target URL: http://your public load balancer
ip/xss_demo-php.

XSS Demo Page

Enter your name:| || Submit |

Figure107: » step_15

Test XSS-Injection by type in text box:

+ or use the direct URL , as example http://129.159.106.151/xss_demo.php?name=

A popup-window occurs. If there is no window, two possible reasons for:

« company network where such URLs are blocked by DNS
+ popup-blocker enabled

130.162.34.134 says

X558

Figure108: » step 16

7.2.5 Setup Web Application Firewall

Identity & Security -> Web Application Firewall -> Create WAF policy.

Basic information: Set a name, do not change the actions.
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http://your
http://129.159.106.151/xss_demo.php?name=

and Marketplace: Germany Central (Frankfurt) v

Create WAF policy Help

L) Basic information
S WAF policies encompass the overall configuration of your WAF service.
Rate limiing
Name
Protections
webappfirewallpolicy20241030030343
Select enforcement point

Review and create WAF policy compartment

MGB-OCI-SEC-WS-LAB-00 -

v Actions (3)

You can define common actions here that can be reused between different WAF modules (access control, rate limiting, and protections) in the next steps.

Addaction [IEEE

Name Action type (D) Rule usage (D) Edit

Pre-configured Check Action Check o Edit v

Pre-configured Allow Action Allow 0 Edit v

Pre-configured 401 Response Code Action Return HTTP response 0 Edit | v
0selected Showing 3items ¢ 1of1 Y

35 Show tagging

. Use legacy workflow here if you need to secure your non-OCI web applications.

=8 cancel

Terms of Use and Privacy  Cooke Preferences Copyright © 2024, Oracle and/or s affates. Al ights reserved.

Figure 109: » step_1

Next.

Access control: Do NOT enable the checkbox.

= ORACLE Clou Search resources, services, documentation, and Marketplace Germany Central (Frankfurt) v

Create WAF policy Help

Basic information Access control o°tenal

Accsss coniol WAF access control consists of creating and managing access rules for requests and responses.
Rate limiting

Drotections Enable access control

Enable o specify actions for requests and responses that met various conitons
Select enforcement point

Review and create

Figure 110: » step 2

Next.

Rate limiting: Do NOT enable the checkbox.

= ORACLE Clou Search resources, services, documentation, and Marketplace Germany Central (Frankfurt) v

Create WAF policy Help

Basic information Rate limiting %"/

o o o Rate limiting allows inspection of HTTP connection properties and limits the frequency of requests for a given key
Rate limiting

Protections Enable to configure rate limiting rules

Select enforcement point

Review and create

Figure 111: » step_3

Next.
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Protections: Enable checkbox and Add request protection rule.

= ORACLE Cloud  Searchresources, senvices, documentation, and Marketplace Germany Central (Frankfurt) \/

Create WAF policy Help

SRR Protections 7!

e Protection rules determine if a network request is allowed but logged, of is blocked entirely.

Rate limiting

Protoctions Enable fo configure protection rules
g Select enforcement point

Review and create Request protection rules

Add request protection ule  [IIFETICIRY
Rule name Protection capabilities Default action name Body inspection Edit
No items found.
0 selected Showing 0 items < 10f1 >

Figure 112: » step 4

Set a name for the rule, as action name select Pre-configured 401 Response Code Ac-
tion.

= ORACLE Cloud  Searchresources, senvices, documentation, and Marketplace Germany Central (Frankfurt) \/
Add protection rule Help
Name

fule-xss-protect-lab-mgb-ocisecws-00

Conditions (optional) Show advanced controls

When the following Conditions are met.

Condition type Operator Value
Path 2l s %
+ Another condition
Rule action

Then perform the following action

Action name
Pre-configured 401 Response Code Action 2
= g hen seing up for e frstime.

Action type: Return HTTP response (7)

Response code: 401 Unauthorized
> Show header details

> Show response page body details

Figure113: » step 5

Scroll down to section Protection capabilities, click on Choose protection capabilities to
add XSS components.

-~ . . HTTP, PCI, Request-Body-Inspection, Recommended, OWASP-AT-2017,
Cross-Site Soripting (XSS) Atempt OWASP-A3-2021, CAPEC-1000, CAPEC-152, CAPEG-242, Code Injection,

941140 :
s hlters:zCaledory:d Cross-Site Scripting (XSS)
Cross-Site Scripting (XSS) : .
RequeSI—Body-\nspectlon‘ HTTR, PCI, Collaborative, Recommended, OWASP-
100008 X oiaboralive. Croup s x> Hillers e A3-2017, OWASP-A2-2021, Code Injection, Cross-Site Scripting (XSS)

Categories

Figure 114: » step 6

Click on button Add request protection rule at the bottom to add selected rule action
and protection capabilities.
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documentation, and Marketplace Germany Central (Frankfurt) v

Create WAF policy Help

Basic information Protections @t

Access control Protection rules determine if a network request is allowed but logged, o is blocked entirely.

Rate limiting

Protections Enable to configure protection rules

Select enforcement point

Review and create Request protection rules

Add request protection ruie  [IIFCIU I

Rule name Protection capabilities Default action name Body inspection Edit
rule-xss-protect-lab-mgb-ocisecws-00 1 Pre-configured 401 Response Code Action Disabled Edit | v

0 selected Showing 1item ¢ 1or1 )

Figure 115: » step 7

Next.

Select enforcement point: select Load Balancer created above.

documentation, and Marketplace Germany Central (Frankurt) v

Create WAF policy Help

Basic information Select enforcement point %!

Access control Use this to enforce web application firewall security on your load balancer.

Rate limiting
Protections (@) Configure your Load balancer with an HTTP listener. Leam More.
Select enforcement point You can generate security logs for your firewalls after you create your WAF policy. Enabling security logs is highly recommended as it provides valuable insight into your WAF performance

See Firewall Management for more information

Review and create

Add firewalls
Select in-region application delivery resources to secure.

Load balancer in LAB-00 (Change

loadbalancer-mbg-oci-se-ws-1ab Sl

Ensure your load balancer can communicate with your orign.

+Additional firewall

Figure 116: » step 8

Next.

Review and create: click on Create WAF policy. Wait a moment until policy and firewall
rule are created.

Search resources, services, documentation. and Marketplace: Germany Central (Frankurt) v

Web application firewall Policies in MGB-OCI-SEC-WS-LAB-00 Compartment

Web application firewall (WAF) policies store configurations that include access control, rate limiting, and WAF securty capabilties. These capabilties protect web applications from cyber atacks and insider attacks.

Policies
Create WAF poiicy [JlisEES
Network address ists
Edge policy resources Name status Policy type Created -
webappfirewallpolicy20241030030343 @ Active WAF policy Wed, Oct 30, 2024, 14:16:10 UTC H
List scope
0 selected Showing 1item ¢ 10f1 »
Compartment
MGB-OCI-SEC-WS-LAB-00 bod

ivadisbasxsp (ool Training/OCI-SEC-WSMGS-
OCLSEC-WS-LAB-00

Figure 117: » step 9
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7.2.6 Verify WAF

Open web browser with URL http:///xss_demo-php. Enter the code snippet into the text
box nd click on Submit.

<script>alert ('XSS');</script>

< c A\ Mot secure  130.162.34.134/xss_demo.php?name=<script>alert%28%27X55%27%29%3B < %2 Fscript >
- [ EsXilab [ Mohnweg | Feuerwehr Kestenh... GitHub - PacktPubli.. W UniFi WLAN Gastne... o MQOTT, Node-RED d
XSS Demo Page

Enter your name: |<:5(:ript>a|el‘l{')(55'};<i."8(E@Tl| Submit |

Hello,

Figure 118: » step_10

An error occurs.

« c 2 Notsecure  130.162.34.134/xss_demo.php?name= <script»alert%28%27X55%27%29%3B <%2Fscript>
oa [ ESXilab [ Mohnweg | Feuerwehr Kestenh... GitHub - PacktPubli.. ¥ UniFi WLAN Gastne.. <« MQTT, No
Pretty-print

{

"code™: "481",
"message”: "Unauthorized”

Figure 119: » step 11

Optional:

« try to change error message with a own text

Summary

In this exercise, you:

« Configured Cloud Shell to connect to the private network.

+ Installed an HTTP server on compute instances.

« Set up a public Load Balancer to route traffic.

« Configured a Web Application Firewall (WAF) to detect and block XSS attacks.
« Verified that the WAF successfully detected XSS attempts.

You have now completed the WAF setup and are ready to continue exploring other se-
curity features in OCI.
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» Previous Exercise: Exercise 12: Create Security Zone
+ Next Exercise: Workshop Overview
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8 Appendix E: Manual Lab Configuration
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9 Appendix F: Oracle Cloud Infrastructure Users and
Permissions
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